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1. Introduction and Key concepts
11 What is a data space?

We live in a world where many individuals and organisations want to share data based on fair conditions
and transparent rules. This requires collaboration, sometimes one-to-one, but in most cases in large
groups. Some organisations initiate such collaborations, whereas others just want to participate. This
has proven to be an exciting opportunity for technology and service providers, which aim to facilitate
such collaborations with tools and technologies. At the same time, we need to establish how to govern
these collaborations and technologies, for which (European) regulation and common governance
schemes are being developed.

This is the world of data spaces, and it is profoundly impacting many industries and people’s daily
lives. The business value of having a data space is that developers of data-driven applications do not
need to develop many interfaces that differ per data set (e.g. by standardizing the interfaces or
connectors). This saves time and money. It also increases the quality since all data sets are approached in
a similar way. Besides that, data sharing via a data space can be done in a secure and controlled way
(e.g. by controlling who gets access to the data under which conditions).

Potentially negative impacts, such as the breach of trust or winner-takes-all business models typically
seen in centralised data platforms, need to be avoided. Regulations were putin place, such as the EU
Data Act and the EU Data Governance Act, aiming to foster the development of the data economy and
set rules for fair play. Initiatives started to define their own ‘rulebooks', in which they create the legal,
business and technical rules for their initiative. And individual data providers or consumers are
increasingly starting to determine their own access and usage policies, indicating who can access
which data.

On the technological side, organisations have spotted the need for common technological standards.
For example, policies can be different, but the language to express them should be technically
interoperable. The same goes for mechanisms for identification or for making data findable.
Currently, there is a strong convergence in the standards and specifications for such technological
capabilities. Service providers have started to offer generic software and services to implement them.

What about a definition?

In our glossary, we provide definitions of many key concepts - including the definition of a data space
itself:

“Interoperable framework, based on common governance principles, standards, practices and

enabling services, that enables trusted data transactions between participants.”

This definition includes several elements. First, there is interoperability. To share data, participants in
a data space need to ensure they're technically, semantically, legally, etc., interoperable. The data
space provides common governance principles, standards, practices, and enabling services. As you
will see later, these are bundled into what is often called a ‘rulebook’ or ‘governance framework'.



Services are also very relevant. All kinds of services are needed to form these frameworks, such as
identification and onboarding participants or making data findable. Each participant also needs services
to connect their own data sources, publish them in a data space and vice versa consume data from
others.

Finally, the element of trust is crucial. Trust enables participants to make informed decisions about
how, when, and with whom to share data. Note that there currently is no formal/legal definition of a
data space; in different contexts the term is defined slightly differently. Standardisation is ongoing
within ISO and CEN/CENELEC to come up with a formalised definition. The DSSC has contributed to
these standardisation activities.

1.2  Which key concepts should I learn about?
There are many concepts related to data spaces, and you can learn about them in various sections of

our blueprint, but let us first explain the most important concepts below: Participants, Data Products,
Services, and Governance Frameworks expressed in Rulebooks (Figure 1).

DEYE]
ll Space
specifies

functionalities
that must existin
the data spaces

adheres to

Data Space
Participant

Data Space
Functionality

maintains

Data
Consumer

Data Space

Governance Authority Rulebook

(Capability)

Data
Provider
Data Space

consumes provides Governance enables

Framework identifies the need

for functionalities
that must exist

in the data space
DETE] identifies the need for particular Data Space
Product Use Case

Figure 1. Overview of key concepts

Participants

We distinguish between various classes of Participants:

* Data Provider: a party providing data to the ecosystem.

* Data Consumer: a party consuming data from the ecosystem (sometimes called a Data User or
Recipient).

* Data Space Governance Authority: a party governing the data space.

* Service Provider: a party providing services to the data space and its participants.

Note that these are all roles: depending on the context, actors can have different roles. Either way, a
data space will always be an interplay between the various roles.

Data space offerings

Ultimately, it is all about data in data spaces. Societal, business and technical needs drive use cases,
but at the end of the day, some form of data needs to be shared. This can be in the form of an actual
transmission of the data from one organisation to another or in the form of more complex scenarios,
e.g., using algorithm-to-data or streaming data approaches. Whatever form is chosen, we
conceptualise it as a transaction of a ‘data product’.



For each use case, a data space should consider these questions: Which Data Products are involved?
What is ‘on the shelf’ for which we need to identify specifications, rules and regulations? And which
incurred costs should be covered? We can attach many specific things to this abstract notion of a Data
Product: the data itself, metadata, data usage policies, etc. Ultimately, the exchange (in whatever way
or form) of a Data Product can be seen as a transaction between a Data Provider and a Data Consumer.

Facilitating services

Data needs to be stored and processed somewhere. Functionalities are required in order to make it

identifiable, findable and usable. To achieve this, services are required:

* Participant Agent Services: These are services required for an individual participant to join a data
space. For example:

- storing and exchanging a verifiable credential

- sharing which data is made available and publishing it in a catalogue
- specifying and enforcing access and usage policies

- integrating with actual data sources or data processing services

* Facilitating Services: These are services that facilitate the interplay of participants for all kinds of
data sharing. They are sometimes called ‘federation services'. For example:

- issuing verifiable credentials to participants of a data space, indicating that they're a participant
in the data space, confirming an identity or complying with a specific policy

- providing a shared catalogue of available participants and data products in the data space

- providing policy information that participants can use to assess whether someone can be
granted access (e.g. personal consent)

- providing services for provenance and observability

Some of these services must comply with specific EU legislation, such as eIDAS or the EU Data

Governance Act. This provides additional assurance to the users of such services, e.g., prohibiting

the reuse of data by these services for purposes other than facilitating the data sharing between

participants.

* Value-Creation Services: These are services operating within the governance framework of a data
space that support value creation. For example, an Al service that can analyse data or a supply
chain visibility service providing tracking and tracing functionality. Depending on each data space'’s
use cases and business model, many such services can exist.

Services are provided by a service provider. With the emerging market for data spaces in many
different sectors, many IT providers have indicated plans to develop generic market propositions.
Our technical building blocks provide a more detailed overview of the services mentioned above.

Within the DSSC Toolbox, we collect software components that adhere to the DSSC Blueprint and
provide functionality for implementing one or more of these services. In addition, the DSSC Toolbox
contains tools and templates for addressing the business & organisational building blocks. These
include more generic services such as management, consultancy and orchestration.

Rulebooks and data space governance frameworks

By nature, a data space gives its participants a lot of responsibility, supporting their autonomy and
agency. Some people relate this to the notion of ‘data sovereignty’: being able to make your own
decisions on who to share data with. However, in a data space, some common rules apply. Which
semantics do we use to understand each other? What business and financial rules are in place to
cover the costs incurred by the different participants? Which contracts need to be signed before being
able to share data? How is decision-making on any of these topics arranged?



A Data Space Governance Framework is needed to define and manage these rules. The outcomes are
collected in a ‘rulebook’ for each data space. Each participant should adhere to the rules in their data
space’s rulebook.

There are three things one should keep in mind:

* First, participants can join multiple data spaces and, in that case, should adhere to multiple
rulebooks. Rulebooks might also be connected to each other. Generic rules can be specified for the
Common European Data Spaces or by a European Digital Infrastructure Consortium, with more
specific regulations for underlying country or domain-specific initiatives.

* The rulebook can also specify which services you can or should use. This allows for flexibility in the
operating model of a Data Space. Maybe the Data Space Governance Authority has contracted a
specific Service you should use. Or perhaps you can choose any certified service from any service
provider, in which case you should have a specific agreement with your chosen service provider. In
this way, the rulebook can also impact the operation and business model of services.

* The rulebook can include (or re-use) a trust framework, specifying which trust services can or shall
be used, e.g. for participant onboarding and compliance verification.

Overall, the Data Space Governance Authority is responsible for managing the rulebook according to
its governance rules, which participants must comply with. And the Data Space Governance Authority
should also consider the clarity and transparency of the Data Space Governance Framework for the
creation and management of rules.

1.3 How is this reflected in the DSSC Blueprint?

Now that you know more about the fundamental concepts of a Data Space, let us introduce the
Blueprint we have developed.

Glossary

Our glossary provides definitions for the various terms and concepts used in the context of data
spaces. The entire glossary can be found on the website of the DSSC. The key concepts definitions are
provided in table 1 below.

Term Description

Data space Interoperable framework, based on common governance principles,
standards, practices and enabling services, that enables trusted data
transactions between participants.

Data space The structured set of principles, processes, standards, protocols, rules
governance and practices that guide and regulate the governance, management and
framework operations within a data space to ensure effective and responsible

leadership, control, and oversight. It defines the functionalities the data
space provides and the associated data space roles, including the data
space governance authority and participants.

Data space rulebook  The documentation of the data space governance framework for
operational use.



Term Description

Data space The body of a particular data space, consisting of participants that is

governance authority committed to the governance framework for the data space, and is
responsible for developing, maintaining, operating and enforcing the
governance framework.

Data space A party committed to the governance framework of a particular data space
participant and having a set of rights and obligations stemming from this framework.
Party A natural person or a legal person

Data space role A distinct and logically consistent set of rights and duties (responsibilities)

within a data space, that are required to perform specific tasks related to a
data space functionality, and that are designed to be performed by one or
more participants.

Data space A specified set of tasks that are critical for operating a data space and that
functionality can be associated with one or more data space roles.

Data space A technical, legal, procedural and organisational set of components and
infrastructure services that together enable data transactions to be performed in the

context of one or more data spaces.

Data space services Functionalities for implementing data space capabilities, offered to
participants of data spaces.

Data transaction A structured interaction between data space participants for the purpose
of providing and obtaining/using a data product. An end-to-end data
transaction consists of various phases, such as contract negotiation,
execution, usage, etc.

Data product Data sharing units, packaging data and metadata, and any associated
license terms.

Data space use case A specific setting in which two or more participants use a data space to

create value (business, societal or environmental) from data sharing.

Table 1. Data space key concept definitions

Building Blocks, the capabilities you need & specifications you can use

The DSSC Blueprint arranges the things you need into business & organisational and technical
building blocks. Within the building blocks you can find the capabilities every data space needs, as
well as best practices and specifications to implement these capabilities. By reusing the specifications
recommended by DSSC, you can give yourself a head start, avoid re-inventing the wheel, and build on
the experience gathered in many existing data space initiatives. Our aim is that this can ultimately
facilitate achieving interoperability amongst data space initiatives, making it easier for participants to
join multiple data spaces.

For business and organisational building blocks, these specifications come in the form of templates,
decision trees and best practices, and are further explained in Business (Chapter 2), Governance
(Chapter 3) and Legal (Chapter 4) dimensions. For technical building blocks, we refer to specific open
standards, which we consider the basis for all data space initiatives, addressed via Data Interoperability
(Chapter 5), Data sovereignty & trust (Chapter 6) and Data value creation enablers (Chapter 7). Below,
you can find an overview of all the Building Blocks of the DSSC Blueprint V3.0 (Figure 2).



Business and organisational blocks

Organisational form &
governance authority

Business model Regulatory compliance

Participation

Use case development management
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policies enforcement
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observabilit

Value creation services

Figure 2. Data Spaces Blueprint Building Blocks v3.0

Finally, the Co-Creation Method helps guide stakeholders through these building blocks via its
development and operational processes (Chapter 9). This book will close with five key takeaways for
data spaces that want to start today (Chapter 10).



2. Business building blocks
2.1 Business model

Scope & objectives

The objective of this building block is to guide discussions and choices around the business model of
a data space, with its unique selling points compared to other forms of data sharing. It provides a list
of possible revenue models that can be used to monetise the data so that the data space can be
financially sustainable and, if desired, can grow. It provides a business model template customised for
a data space.

Capabilities

* Value proposition development

* A business model template for developing the business model
* Arevenue model for revenue generation

* Agrowth pathway

Most important Co-creation questions

* How does the business model of a data space differ from a data-sharing platform?

* What are some of the unique selling points for a data space that help differentiate it from other
ways of sharing data, which become key to the business model?

* What are some potential revenue models for the data space?

* What templates can you use to construct the business model for the data space?

Elements

To develop a viable business model, you need to differentiate a data space from other data-sharing
platforms or even peer-to-peer data sharing. While each data space will have a unique value
proposition, they likely share three commonalities:

1. They provide efficiency gains

2. Theyimprove interoperability

3. Theyincrease sovereignty and control

The value proposition is only one element of the business model, which needs to address questions
around use cases, customers, providers, and governance. A business model template (Figure 3) can
be a useful tool to structure discussion and thoughts around the specifics of the business model.

The revenue model describes how to monetise the value created through data sharing, access, and
services. It specifies who pays whom, for what type of data or service (e.g. access, usage, value-added
processing), and under which conditions. These revenues can come from both the public and private
sector.

As data spaces grow, their business models also evolve. They require a viable growth pathway. The
business model of the data space should be monitored, reviewed, and adapted regularly to maximise
its potential for growth and sustainable expansion.

10
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Figure 3. Business model design template for data spaces
2.2 Use Case Development

Scope & objectives

Use cases create value, which can be economic, social, or environmental. More value is created with
more and better use cases. Use Case Development aims to amplify this value by fostering the
creation, support, and scaling of use cases.

This building block provides guidance on developing and deploying use cases for data space
initiatives. It provides guidelines on how to support participants in exploring, developing, and
onboarding use cases. A data space can offer support services like brokering between partners or
other resources, such as templates containing use case criteria.

Capabilities

* ldentifying and tracking use case scenarios
* Refining use case scenarios

* Implementing use cases

* Continuous improvement process

11



Most important Co-creation questions

* When does the data space need a use case orchestrator and who will do it?

* How should the governance authority track the development of potential use cases?
* What are some of the templates that can be refined to help guide orchestrators?

Elements

Use case development falls into three initial steps, and continuous improvement throughout the life

cycle of the use case as the overarching process model:

1. Identifying and tracking use case scenarios is your starting point, where you generate new
ideas and understand better the needs of the users that would benefit from a potential use case.

2. Refining use case scenarios is where you spend more of your time, giving detail to the use case
so that you can test its viability. This includes, at the minimum, the purpose and value of the use
case, the use case participants, and the necessary data flows.

3. Implementing use cases is where you take the best ideas and move from the drawing board to
putting the ideas into reality.

4. Continuous improvement process is the overarching process throughout the life cycle of a use
case where you analyse its performance, identify improvement opportunities, plan and
implement changes.

Use case development is particularly important for data spaces in their early phases, as use cases
attract users and participants that are essential for growth. An established data space with well-
functioning use cases may opt out of use case development. However, it risks becoming obsolete as
its business environment evolves and competitors develop new and improved use cases.

2.3 Data Space Offerings

Scope & objectives

The Data Space Offering building block provides the reader with an understanding of offerings from a
business perspective. It proposes a strategy for offerings identification, management and
governance. In particular, this building block recommends the governance authorities consider what
data products and services their data space offers to the participants; establish governance rules for
the offered data products and services; prioritise onboarding of relevant data products and services
to foster network effects; and guide participants in creating and providing data products and services
via use cases.

Capabilities

* ldentify and onboard data products and services that serve existing and future use cases
* Develop, maintain, and enforce the rules that govern data space offerings

* Support the participants to develop and offer high-quality data products and services

* Continuous improvement process

Most important Co-creation questions

* Why is it important to think about selling data products rather than just data?

* Who is responsible for packaging and improving data products and services into a compelling
offering?

* Why do the participants responsible for shaping data space offerings need to think about the
needs of overlapping use cases?

12



Elements

Thinking about data products rather than just about data improves the usability because it bundles
data policies, business and contractual information. It makes it easier to identify common rules of
various data sets, making lifecycle management, quality assurance, policy enforcement, and
regulatory compliance more straightforward and transparent.

While data products can be shared and sold on their own, they can also be bundled with data
services. This might include data visualisation, anonymisation, data quality assessment and
assurance, data processing, or connection-enabling services to external infrastructures or
applications. The service can be something as simple as an API. This bundling of data with data
services is a data space offering.

Different use cases often require the same resources. Data spaces can accelerate the development of
use cases by proactively identifying and attracting data products or services that overlap with
multiple use cases. New data products and services can enhance existing data space offerings or
constitute new ones. These new data space offerings can then lead to new use cases, which further
enhances the network effects of the data space.

Who takes the lead in identifying and attracting these resources? The governance authority or a
participant who is driving a specific use case (an ‘orchestrator’) can look to invest in this process.
Who takes this responsibility depends on the data space’s business model. If the business model
allows, investing resources to onboard resources that are in high demand have the potential to drive
growth.

2.4 Intermediaries and Operators

Scope & objectives

This building block examines the core characteristics of service providers that provide enabling
services that allow a data space to function. The building block helps governance authorities and
designers of individual data spaces understand whether they should rely on a single operator or a
series of data space intermediaries. It is important to consider this building block in conjunction with
the Business Model building block.

Capabilities
* Running a data space with a single operator or multiple intermediaries
* Breaking down operator and intermediary roles for easier (business) analysis

Most important Co-creation questions

* What are the consequences of using a single operator model versus multiple data space
intermediaries?

* How can a governance authority best break down to analyse whether an intermediary or operator
model works best?

* What are some key regulatory questions that might influence the choice around an operator or
intermediary model?

13



Elements

A core design choice that data spaces need to make is on the configuration of service providers that
allow a data space to function. While the data space governance authority (DSGA) and data space
participants can provide these services themselves, there are many business (and governance)
reasons why procuring services provides benefits.

Within the ecosystem, intermediaries and operators can provide these enabling services. Data spaces
can have one operator or multiple enabling service providers (intermediaries). Whether to design a
data space with a single operator or multiple intermediaries is a data space business design decision
where the risks and benefits of a single provider versus multiple providers must be weighed.

The effectiveness of intermediaries and operators is ultimately a balance between four dimensions:
¢ to streamline and make trusted data sharing easier and more economical.

* toimprove data space accessibility and usability.

* to contribute to the data space’s scalability.

* to enable interoperability both within and between data spaces.

Risks associated with procurement of services are often related to the vendor lock-in, additional costs
associated with vendor management, and potential loss of sovereignty depending on the kind of
provider selected.

14



3. Governance building blocks
3.1 Organisational form and governance authority

Scope & objectives
The objective of this building block is to guide the data space members to the decision on the
organisational form of their data space, its governance authority and governance framework.

Capabilities

* Deciding on the Organisational form

¢ Setting up the Governance authority

* Deciding on the Governance framework

Most important Co-creation questions

* What organisational form is chosen for the data space?

* What governance authority will be established?

* What needs to be considered for the creation of the data space rulebook?

Elements

For the organisational form, the main elements that must be considered by the members of the
data space are:

1. Whether itis a temporary (unincorporated) or permanent (incorporated) entity;

2. Whether it is for-profit or not-for-profit and how the profits and losses are distributed among

the members.

Figuring out each of these main elements by the data space members spawns important consequences
in terms of ability of the data space to act independently of its members, the intensity of members’
control over the data space, liabilities of members, ownership of any assets acquired or created, and
other issues of the general development and functioning of the data space. The organisational form
of the data space is formalised in the founding documents (e.g. consortium agreement, statutes,
articles of association).

The type of the data space governance authority and its ways of working also depend on the
choices made for the organisational form (Figure 4). In general, any data space governance authority
consists of a general assembly of all members and an executive body (the actual names may vary
depending on the entity). The general assembly of all members makes strategic decisions, while the
executive body is responsible for realisation of these decisions, ensures day-to-day operations of the
data space and is accountable to the general assembly for all these actions. If the data space wants to
involve a broader group of participants/ stakeholders in its governance, this needs to be specified in
the founding documents. Typically, such third parties can be involved in the advisory capacity and not
in the binding decision-making of the data space.

The governance framework of the data space is a set of rules on its functioning and presentation to
the wider world. Besides the choices related to the organisational form and governance authority, the
governance framework is shaped by the requirements of the applicable law (e.g. cybersecurity laws,
GDPR).

15



The governance framework contains two types of rules:

* Rules defining the internal relationships within the data space. These relate to responsibilities
of the data space members, procedures and responsibilities of different bodies of the governance
authority. They have only an indirect influence on the relationships with third parties (e.g. data
providers, data recipients, service providers);

* Internal rules directly defining data space’s relationships with third parties. They relate to the
legal obligations of the data space to behave in a certain way, but also determine the type and
content of the data space’s actions towards third parties (e.g. content of contracts with data space
participants and service providers).

The data space governance framework is prepared and adopted by different bodies within the
governance authority.

Do you want to establish a data space?

No Yes

Is it a permanent establishment or

No further action

a temporary one (e.g. project)?

No legal personality needed; Permanent
make written contractual

arrangements
Are EU Member States

(e.g. ministries) participating?

Examples

Yes No
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Figure 4. Decision tree including some of the core design choices for the organisational form
3.2 Participation Management

Scope & objectives
The objective of this building block is to outline governance processes for managing participant
engagement in data spaces.

Capabilities

* Providing an overview of roles and responsibilities in a data space
* Onboarding

* Participation management in operational and scaling phase
Offboarding
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Most important Co-creation questions

* Who are the stakeholders affected directly and indirectly by the data space operations?
* Who of these stakeholders will actually participate within the data space?

* What are the relevant identities in the data space?

Elements

For participation management, the main elements that must be considered are:

* How are roles like data providers, data recipients, intermediaries, and data rights holders defined,
and what responsibilities do they have?

* What processes and criteria govern the onboarding of new participants?

¢ Under what circumstances can a participant be offboarded, and how is this process managed?

Participation management defines the operational processes that ensure effective onboarding,
operation, and offboarding of participants (Figure 5). Roles and responsibilities may vary per
transaction and are detailed in the data space rulebook. While the data space governance authority
oversees participation, its own internal processes are addressed separately. In addition to direct
participants, external stakeholders (though not part of a data space) may be significantly affected by
data space outcomes and should be considered in governance decisions.

Internal governance processes are essential for responsible participation. Organizations must clearly
define decision-making authority, accountability, and responsibilities across legal, technical, and
operational dimensions, drawing on standards such as ISO/IEC 38500. These processes support trust
by enforcing data rights, ensuring data quality, enabling observability and auditability, and tracking
data provenance and usage in line with contractual and regulatory requirements. Continuous review
ensures adaptability to evolving legal, technical, and strategic conditions.

Onboarding involves meeting admission criteria defined in the General Terms and Conditions, such as
identity verification, compliance checks, technical standards, and security requirements. Approved
participants receive credentials and are continuously monitored for compliance. During operational
and scaling phases, governance authorities facilitate interoperability, monitor adherence to rules, and
adapt governance frameworks as participation grows. Offboarding follows structured procedures to
ensure contract fulfilment, secure data transfer or deletion, access termination, and transparent
communication, thereby safeguarding the integrity and sustainability of the data space ecosystem.
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4. Legal building blocks

41 Regulatory Compliance

Scope & Objectives

The objective of this building block is to guide the data space governance authority and participants
in applying legal rules to the design, operation, and management of a data space. The building block
helps to:

* ldentify relevant legal frameworks and triggers for compliance;

* Define participant roles and responsibilities under applicable regulations;

o Establish internal policies and procedures for ongoing regulatory compliance;

* Enable participants to understand their rights and obligations;

* Provide guidance to developers, policymakers, and other stakeholders on relevant legislation.

Capabilities

The Regulatory Compliance building block enables data space governance authorities and
participants to:

* Identify legal triggers within a data space;

* Map and apply data-space-specific legal requirements;

* Consider additional legal aspects (e.g., cybersecurity, intellectual property);

¢ Use LegalTech and RegTech tools to implement compliance;

* Operationalize compliance using structured flowcharts and decision-making guidance.

Most Important Co-Creation Questions

* Which triggers determine the applicable legal frameworks, and how should they be
operationalised?

* What data-space-specific requirements and additional legal considerations must be addressed?

* How can LegalTech and RegTech tools support compliance, including automated policy
enforcement and auditability?

* How should governance authorities and participants maintain ongoing compliance, ensuring
transparency and alignment with evolving legislation and standards?

Elements

For regulatory compliance, the main elements that must be considered by the data space governance
authority and participants are triggers, data space requirements, additional legal considerations,
LegalTech and RegTech tools, and regulatory compliance flowcharts.

Triggers are the starting point of legal compliance. They consist of elements, criteria, or eventsin a
data space that signal the need to apply a specific legal framework. Examples include types of data,
such as personal or non-personal data, intellectual property or trade secrets; types of participants,
including public or private entities; and sector-specific use cases, such as in health, mobility, or
energy. Correctly identifying triggers is critical because it determines which legal frameworks are
applicable, shapes the responsibilities of participants, and informs the technical and organisational
measures the data space must implement.

Data space requirements encompass the legal obligations that directly regulate data spaces,
including, for instance, the Data Act and the European Health Data Space Regulation (EHDSR).
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Understanding these requirements allows governance authorities to ensure interoperability,
establish effective data-sharing mechanisms, and align participants’ roles with the law. The decisions
made at this stage influence the design of internal policies, compliance workflows, and the technical
infrastructure needed to meet regulatory obligations.

Additional legal considerations cover broader regulatory frameworks that may impact the data space,
such as cybersecurity law, intellectual property, trade secrets, and sectoral regulations. Accounting
for these considerations ensures robust protection of data, promotes fair access, and mitigates legal
and operational risks within the data space.

LegalTech and RegTech tools support the practical implementation of compliance requirements.

* LegalTech applications, such as automated contract management systems and smart contracts,
enable the enforcement of contractual obligations and licensing conditions.

* RegTech tools focus on regulatory monitoring, reporting, and auditability. The adoption of these
tools affects the efficiency, transparency, and reliability of compliance processes, supporting a
“compliance by design” approach across the data space infrastructure.

Regulatory Compliance Flowcharts offer structured and simplified guidance to support governance
authorities and data space participants in recognising potentially relevant legal frameworks and
identifying regulatory triggers that may arise during the development or operation of a data space.
Their primary function is to assist users in navigating complex compliance landscapes by highlighting
issues that may require further consideration.

4.2 Contractual Framework

Scope & Objectives

The objective of this building block is to guide data space participants in thinking about the legally
enforceable agreements that underpin the operation of a data space. It covers the main types of
agreements that govern relationships in a data space, their essential elements, and their interaction
with governance and regulatory compliance.

Capabilities

The Contractual Framework enables the data space to:

* Legally enforce governance rules: Ensure that the obligations, responsibilities, and processes
defined in the governance framework are binding on participants.

* Support data sovereignty: Allow data providers and, indirectly, data subjects to exercise control
over their data through enforceable agreements.

* Facilitate standardisation and interoperability: Provide resources such as standard contractual
clauses, templates, or licenses to reduce complexity and transaction costs.

* Define relationships among participants: Establish clear rights, responsibilities, and liability
rules for participants and service providers.

* Support automation: Describe the role of smart contracts and other technical enforcement
mechanisms in supporting automation.

Most Important Co-Creation Questions
* What types of agreements are needed to operate the data space?
* Which elements are mandatory versus negotiable under governance or regulation?
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* How can agreements balance enforceability, interoperability, and participant flexibility?
* How should agreements reflect the roles of the governance authority, data providers, data
recipients, and service providers?

Main elements
For the Contractual Framework, the main elements that must be considered by data space
participants relate to the types of agreements, their mandatory and negotiable components, and
their alignment with regulatory and governance requirements.
* The first key element is the type of agreement. Data space participants need to determine which
agreements are necessary to operate the data space effectively (Figure 6).
- Institutional agreements provide the foundation, defining the governance framework,
participation rules, and overarching legal structure of the data space.
- Data-sharing agreements regulate specific transactions between participants, setting out the
rights and obligations of data providers and data recipients.
- Services agreements govern the provision and use of data-related or enabling services within
the data space. Choosing the appropriate types of agreements shapes the overall functioning of
the data space, ensures legal enforceability, and facilitates data sovereignty.

Contractual Framework

l

Institutional agreements Data sharing agreements Service agreements
Parties: data space Parties: data space Parties: data space
governance authority & data participant/member & data governance authority &
space participant/member space participant/member service provider
Function - legal Function - regulate the Function - regulate the
implementation of the relationship between the terms under which data
governance framework parties involved in data space functionalities are

(Rulebook) sharing provided

l

« Founding agreement + Data Product Contract + e.g., Federation Services
* General Terms & O (Data Space registry)
Conditions

Figure 6. Structure of Contractual Framework building block

* Another important element is the mandatory versus non-mandatory nature of agreement clauses.
Some clauses are required by law or governance frameworks, such as GDPR compliance,
cybersecurity rules, or obligations under the Data Act. Others can be adapted by participants, for
instance, specific transaction terms, licensing conditions, or service-level agreements. Identifying
which clauses must be included ensures compliance and consistency, while distinguishing
negotiable clauses allows flexibility to accommodate the needs of individual participants.

* Theroles and responsibilities of the parties involved constitute a further element. Agreements
must clearly define the obligations and rights of the governance authority, data providers, data
recipients, and service providers. This includes allocation of liability, intellectual property rules,
data protection duties, and compliance responsibilities. Properly specifying these roles ensures
transparency, reduces disputes, and enables efficient operation of the data space.



* Finally, participants must consider implementation and enforcement mechanisms. Agreements
should clarify how contractual terms are monitored and enforced, whether through traditional
legal mechanisms or technical measures such as smart contracts. This element is essential to
maintain trust, ensure accountability, and support interoperability across the data space.

Taken together, these elements determine the legal enforceability, operational effectiveness, and
regulatory compliance of the data space. Decisions made by participants in defining the contractual
framework directly influence how the data space functions, how participants interact, and how rights
and obligations are upheld across all transactions and services.
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5. Data Interoperability
51 Data models

Scope & objectives

The objective of this building block is to enable semantic interoperability among data space
participants through the use of shared data models. This allows:

* participants of data spaces to interpret each other's data.

* the development, reuse and governance of data models within and across data spaces.

* the semantic annotations of datasets.

Figure 7 shows the conceptual model of a data model in a data space.
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Figure 7. Conceptual model of data models in a data space

Capabilities

It is not mandatory to define a common (domain) data model in a data space, as part of the rulebook.

Every participant can specify the data model of their own data, as far as this is not limited by the data

space rulebook to a certain (set of) data model(s). Nevertheless, the following capabilities in a data

space can contribute to achieving semantic interoperability:

* Data model development: Reuse or develop data models to ensure uniformity and interoperability.

* Data model governance: Governance and management aspect of data models, including tools and
processes to maintain data models and to ensure wide consensus regarding the data model used
in the data space.

* Data model integration: The description of the data offering should include a reference to the
data model that explains the structure and semantics of the datasets.

* Data model abstraction: Transition from semantic to technical interoperability, enabling the
exchange of data conform the data models (see also: Data Exchange building block).

* Data models across data spaces: Standardised discovery of data models across data spaces,
supports multiple data spaces to become semantically interoperable.
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Most important Co-creation questions

1. For which (categories of) data products does the data space need to manage semantics?

2. Which data models are already available and can be re-used? Which new (shared) data models
need to be created?
What kind of meta-standard will be used to express the data models in the data space?
How will data models be managed within the data space?

Specifications
There are no mandatory specifications a data space shall follow for implementing this capability as
data models will differ per data space. The blueprint provides pointers to best practices.

5.2 Data exchange

Scope & objectives

The objective of this building block is to enable the actual sharing of data between a data provider
and data user. Just as with data models, a data space can make strategic choices about how protocols
for data exchange are implemented and managed - the outcome of which needs to be documented in
the rulebook. This enables participants to select and reuse a pre-defined set of protocols for data
exchange with clear interaction patterns and reliability measures.

Capabilities

It is not mandatory to define a common (domain) data exchange protocol in a data space, as part of

the rulebook. Every participant can specify their own technical means to access their data, as far as

this is not limited by the data space rulebook to (a) certain data exchange protocol(s). Nevertheless,
the following capabilities in a data space can contribute to achieving technical interoperability:

* Protocol selection: the ability to select which data exchange protocols the data space adopts.

* Data payloads: specify how the data schema (from the Data Models building block) is structured
within the protocol to ensure the data is correctly interpreted upon arrival.

* Protocol governance: the ability to manage the lifecycle of the supported data exchange
protocols. This involves processes for versioning, introducing new protocols, and phasing out
outdated ones.

* Protocol publication and discovery: the ability to make the specifications of protocols easily
discoverable for all data space participants. Each data product in the catalogue should clearly
indicate which exchange protocol(s) can be used to access it, including links to the relevant
technical documentation (e.g., an OpenAPI specification) and endpoints.

* Reliable data transfer: the ability to facilitate the actual data transfer in a secure manner. This
includes the transfer process in a participant agent, which goes from initiation and monitoring to
completion or termination.

* Cross data space exchange: the ability to align on data exchange with participants from other
data spaces. This requires mechanisms to discover each other protocols and align on common
protocols or to translate between the protocols used in different data spaces.

Most important Co-creation questions

1. What are the data space specific requirements for standardized data exchange protocols?
2. Which protocols meet these requirements?

3. How will the data space manage the agreed data exchange protocols?
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Specifications

A data space can freely choose which data exchange protocol(s) are to be used. Through the rulebook, a

data space governance authority can limit the allowed data exchange protocol(s) in a particular data space.

When implementing the capability, a difference shall be made between a control plane and data plane.

* Whereas the data plane is often domain-specific (implementing a domain-specific data exchange
protocol), the control plane is generic.

* The data plane and control plane shall work together to ensure any access and usage policies are
enforced.

* Exchanges between control planes of different parties shall use the data space protocol as a standard.

5.3 Provenance, traceability and observability

Scope & objectives

Data spaces are meant to provide a trusted environment that enables data sharing under a joint

governance framework. The recording and storage of metadata about the completion of processes

within the data space can support trustworthiness:

* by providing verifiable evidence that processes have been executed according to agreed rules and
regulations.

* by increasing transparency and trust among participants by allowing activities related to data
usage to be traced and verified

* to enable dispute resolution, as recorded metadata can serve as objective proof in case of conflicts
between participants,

* to facilitate operational and business purposes such as billing, charging, or monitoring the use of
highly valuable datasets.

Capabilities

* Data provenance relates to backward-looking in the data value chain: where did the data come
from? Its purpose is to ensure trust and transparency in data lineage.

* Transaction traceability relates to the ability to follow the entire path of the data value chain: how
was the data handled and by whom? Its purpose is to enable accountability and quality control.

* Transaction observability relates to the ability to which certain decisions or outcomes can be
understood for the purposes of monitoring and troubleshooting.

Most important Co-creation questions

1. For which data products is provenance, traceability and observability required? And what needs
to be recorded?

2. Which data model will be used for recording and storing provenance, traceability and
observability data?

3. How will the logs be stored securely, and who can access them?
How will the agreements on provenance, traceability and observability be governed?

Specifications
There are no mandatory specifications a data space shall follow for implementing this capability. The
blueprint provides pointers to best practices and design patterns for implementing this capability.
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6. Data sovereignty & trust
6.1 Identity & attestation management

Scope & objectives

The objective of this building block is to enable secure and interoperable identity and attestation

management. It provides the foundation for onboarding data space participants and supporting

trusted exchanges in data spaces by ensuring that:

* ldentities of organisations, individuals, and services can be reliably established and verified.

* Data space participants can present and use attestations, such as membership credentials, as
verifiable evidence of their qualification in the data space.

* Credentials can be exchanged and managed under the control of data space participants through
secure protocols and credential stores.

These objectives ensure transparent participation in the data space and give confidence that
identities and attestations are managed in a consistent and verifiable way.

Capabilities

* Issuance and validation of verifiable credentials covering identity, membership, and other relevant
attestations.

* Data space participant-controlled credential stores for storing, exchanging, and presenting
credentials securely.

* Secure credential exchange across participants and services.

These capabilities allow data space participants to issue, store, and share credentials in a secure and
controlled way.

Most important Co-creation questions

1. Which types of identities need to be supported in your data space? And what are the conditions
for their issuing?

2. Which other types of attestations are needed? And what are the conditions for their issuance?

Specifications

Data spaces need at least three types of credentials: (1) identity, (2) data space membership/
participation and (3) compliance with policies - as defined in the data space rulebook. W3C
Verifiable Credentials and supporting protocols (OpenlD4VC, DCP) need to be used for validation,
sharing and verification.

6.2 Trust framework

Scope & objectives

The objective of this building block is to enable trust to be established and maintained within a data

space, accelerating trust decisions and supporting secure and trustworthy data exchange. It defines

the core components of a trust framework by ensuring that:

* Governance rules and conformity assessment processes are in place to operationalise trust
according to the data space rulebook.
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* Trust anchors and trust services are recognised to validate, issue and verify credentials. Trust
anchors are authoritative entities for which trust is assumed, while trust services are services
acting on their behalf.

This allows the Data Space Governance Authority to translate governance rules into a practical trust
framework that data space participants can rely on as a foundation for collaboration within and
across data spaces.

Capabilities

* Arulebook that defines governance requirements and supports automated conformity
assessment.

* Compliance verification processes and services that operationalise conformity assessment and
validate data space participants and services against the rulebook.

* Alisting of trust anchors and trust service providers (including revoked ones).

Ideally, the rulebook and listing of trust anchors as well as trust service providers, are made available
in a machine-readable form, enabling a high degree of automation.

Most important Co-creation questions
1. Which processes need to be in place to verify and enforce compliance with the rulebook?
2. Foreach process, how will the roles of trust anchors and trust services be implemented?

Specifications

A trust framework provides the methodology and technical specifications for collecting, organising,

and verifying information to support trust decisions - that is, decisions about whether an entity, piece

of information, or transaction can be trusted. Every data space should have a trust framework,
comprised of:

1. Compliance criteria: Criteria linked to regulatory, business, or technical requirements are
detailed in the data space rulebook. Examples: UNECE vehicle regulations and ISO/SAE 21434
(mobility); GDPR and EHDS guidelines (health); AML/KYC obligations (finance); ISO 27001 or BSI C5
(industry).

2. Processes and technical means for validation: This requires defining the format of claims,
establishing mechanisms to collect them, and making the criteria machine-readable. It also
involves semantic models and ontologies, and standards to validate, verify, exchange, and, if
necessary, revoke or suspend attestations, including rights and trust delegation.

3. Accredited sources of trust: The trust framework should contain a list of accredited entities
(trust anchors and trust service providers). Different levels of trustworthiness can be defined by
applying distinct sets of criteria or referencing different sources of trust.

6.3 Access and usage policies enforcement

Scope & objectives

This building block addresses the negotiation and enforcement of access and usage policies for data
sharing in Data Spaces. Participants can:

* define and negotiate data access and usage policies in a transparent and interoperable way.

* enforce policies during the actual sharing of data.
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Machine-readable policies enable automated contract negotiation for standard terms and automated
enforcement during data access. This allows data spaces to scale without requiring manual review for
every transaction.

Capabilities

* Policy Creation and Validation: Convert business rules into machine-readable policies and
validate their syntax and semantics before deployment. This can be needed by data space
governance authorities when defining common rules as part of the data space rulebook. In
addition, it is needed by data space participants to define their own rules for their data products.

* Enforcement of policies during the various stages of a data transaction: During the publication
of data products in a catalogue service, discovery, the contract negotiation and the actual sharing
of the data, all policies need to be enforced. Every participant needs to have this capability.

Most important Co-creation questions

1. Which common access and usage policies need to be included in the data space rulebook?

2. How can data space participants verify compliance with access and usage policies using the trust
framework?

Specifications

Policies need to be expressed in machine-readable formats to ensure semantic clarity and
interoperability. Each policy needs to include clear metadata describing its language, serialization
format, profile, and version. This enables a consistent interpretation and evolution over time and
between partners.

The DSSC recommends to use ODRL (Open Digital Rights Language) as a basis for expressing access
and usage policies. ODRL is the W3C standard for expressing permissions, prohibitions, and
obligations on data products. For the actual exchange of policies and the negotiation there-of, the
DSSC recommends to use the Data space Protocol, which is using ODRL as a policy language.
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7. Data value creation enablers
71 Data, services & offerings descriptions

Scope & objectives

* Enable data providers in data spaces to publish their data, services and offerings.

* Enable data users to assess the relevance of potential data, services and offerings being made
available in a data space.

High-quality metadata is necessary, in particular metadata on the data content, data representation,
and technical accessibility. They come together under the umbrella of a ‘data product’. A data product
can be a dataset, a data service or even a large single file for bulk download. This is made available in
the data space by a data provider. By providing metadata, potential data users can determine the
suitability of the data product (from a functional and policy point of view, e.g. licensing conditions),
how they can interpret the data (semantics) and how they can technically access the data product
(APIs, security mechanisms, etc.). This is illustrated in Figure 8.

Software
Application

Machine Readable Descriptions of
Data Products, Services, and Offerings

G G G Access machine-
readable resource

RDF File RDF File RDF File description

&

Catalogue =

Data Product
Provider Access human-
readable resource

description

(il

o

Data Products Services

Data Product
Consumer

Figure 8. The core elements and the parties involved in the Data, services & offerings descriptions building block

Capabilities

* Creating Metadata: mechanisms for creating metadata for describing data products.

* Validating Metadata: metadata needs to be checked for compliance with standards, the data
space rulebook (which can provide domain-specific requirements) and completeness.

* Updating Metadata and version control throughout the lifetime of the data product.

Most important Co-creation questions
1. What is the minimum set of metadata which needs to be provided for the (types of) data products
provided in a data space?
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Specifications

This building block provides the foundation for creating, validating, and updating metadata of data

products, services, and offerings description. The objective is to ensure that data products are

discoverable, interoperable, governed, and trustworthy. Recommended standards include:

* DCAT (W3C): Provides the baseline vocabulary for describing datasets and related resources in a
structured, machine-readable manner.

* DCAT-AP (EU Profile): Application Profile of DCAT with mandatory fields and controlled
vocabularies, ensuring that metadata can be aggregated across Europe (such as “The official portal
for European data | data.europa.eu”, and extensible to reflect specific domains).

7.2 Publication & discovery

Scope & objectives

This building block addresses the provisioning and discovery of offerings within a data space. These

offerings are published and stored in a catalogue: an inventory of metadata of data and services

published by one or more data- and service providers, which can be searched by data users. The

objectives of this building block are:

* To expose offerings of data and services by publishing them in a catalogue, where potential data
users can discover them through a discovery service.

* To manage offerings in the catalogue in accordance with their lifecycle.

The definition of the required metadata of a data product is within the scope of the Data, Services
and Offerings building block.

Capabilities

Participants in data spaces need to implement the following capabilities:

* Exposure of offerings of a participant agent via a catalogue interface, so that they are discoverable
by data consumers.

* Management of offerings in accordance with their lifecycle: publish, update, remove.

* Visibility- and access management of offerings, where offerings may be visible and/or accessible to
all, or a subset of data space participants.

Data spaces can include a discovery service capability next to any catalogues. Discovery services
allow for the wider querying of catalogues.

Most important Co-creation questions
1. How will catalogue services be implemented in the data space?
2. Which discovery services are needed? And who is providing them?

Specifications

For implementing a catalogue service it is recommended to use the Data space Protocol (DSP) for

managing the exchange of catalogue entries.

* Within DSP the DCAT-AP based specification is used as the syntax to exchange the metadata of
individual data products.

* Policies can be expressed using ODRL.
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7.3 Value creation services

Scope & objectives

Value creation services are (technical) elements or components designed to unlock, generate and
maximize the value of data shared within a data space, providing additional functionalities on top of
the core process of data sharing or data transaction. In this sense, they complement the Federation
Services (which provide the basic capabilities to perform a data transaction) and Participant Agent
Services (which enable an individual participant to join the data space and facilitate the providing,
using or sharing of data) to compose the whole set of services available in a data space.

Value creation services deliver value:

* to data space participants, by enabling services and applications that operate on top of data
exchanges and transactions;

* tothe data space itself, by supporting and enhancing core functionalities (such as semantic
interoperability, data quality, discoverability, trust mechanisms and others).

Value creation services may be tailored to specific datasets within the data space, or designed as
generic services, offering functionalities that can be applied across current and future datasets.

Capabilities

 lllustrate how real value can be generated in practice out of data shared within data spaces.

* Show how Value creation services can be decomposed into atomic and generic services, forming
the basis for defining the core service offering of a data space.

* Define a taxonomy of atomic Value creation services, based on their role and purpose within the
overall data space, and then focused on their specific functionality within it.

* Provide an information model of a Value Creation Service, aimed to support the description,
specification and implementation of these services.

Most important Co-creation questions
1. What value creation services are considered in the data space?

Specifications
There are no mandatory specifications a data space shall follow for implementing this capability. The
blueprint provides pointers to best practices and design patterns for implementing this capability.
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8. Services for Implementing Technical Building
Blocks

8.1 From building block capabilities to services

In our building blocks, we have identified the capabilities needed in a data space. Design choices need
to be made for each capability: which data model will we use? Which policies apply? etc. We've also
identified standards and specifications (if available) that we recommend data spaces adopt.

Building blocks are not translated 1:1 to software. Therefore, we have decided to introduce the term

‘services”: technical services that exist to implement the required capabilities.

Software is needed to realise these services. You can find them in our DSSC Toolbox. In addition to
deploying software yourself, companies are increasingly starting to offer them ‘as-a-service’.

The data space governance authority can define which service can or must be used in a data space, as

part of the rulebook of a data space. The contracting can be done by either the data space governance
authority or individual participants.

8.2 Overview

The figure below (Figure 9) shows the complete overview of services for implementing technical
building blocks. In the following sections, we will highlight them in more detail.

Service Provider
Contract

contracts
identifies which services ! offers

can/should be used

Rulebook Service

Facilitating/

Federation Participant Agent Value Creation

Catalogue Data plane Control Plane

Vocabulary Observability

Credential Contract Local Catalogue
Store Negotiation Publication

Figure 9. Overview of services for implementing technical building blocks
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Services, Service Providers and the Rulebook

As mentioned in the section on the key concepts of a data space, the service provider is a party who,
as the name suggests, provides services. In this way, the service provider enables the other roles,
data consumers/providers and data space governance authorities, to technically realise what they
need to do.

In some cases, the usage of a particular service is mandatory or governed by a specific legal

framework. The latter is possible, for instance, for data intermediation services, as specified in the EU

Data Governance Act. In most cases, however, the rulebook of a data space will specify which services

can or should be used. Different approaches exist:

* The Data Space Governance Authority can either fulfil the role of the service provider itself or
contract these services from a separate service provider (which is becoming increasingly common).

* Certain services might be certified by the Data Space Governance Authority, and individual
participants can choose whatever service they prefer.

* Mixes of the above, whereby participants can choose what fits their needs best.

Three Categories of Services

There are three distinct categories of services we consider:

1. Facilitating Services or federation services: these services facilitate the collaboration between
participants in a data space, enabling them to engage in (commercial) data-sharing relationships
of all sorts and shapes.

2. Participant Agent Services: these services enable an individual participant to join the data
space, facilitate the sharing (providing or using) of data, specify access and usage policies, etc.
They serve to implement the control- and (in some cases) the data plane.

3. Value Creation Services: these are additional data space services relating to value-creation.

8.3 Building on Top of Foundational Technical Standards

Throughout the technical building blocks, we refer to a number of common technical standards,
which play a role in implementing several different technical capabilities. In this section we highlight
those technical standards.

Standards and specifications to comply with Data Act requirements

It is foreseen through the Data Act (article 33) that standards will be provided to comply with the

requirements of the Data Act. In the blueprint we already refer to these requirements. Key

deliverables include:

* Trusted Data Transaction part 1: Terms and definitions. The DSSC has contributed elements of the
glossary to this document. Where possible the glossary of this version of the blueprint is aligned
with this work.

* Trusted Data Transaction part 2: Trustworthiness requirements. This standard will cover elements
covered in the building blocks on sovereignty & trust.

e Trusted Data Transaction part 3: Interoperability requirements. This standard will cover elements
relating to interoperability, primarily covered in the pillars on Data interoperability and Data Value
Creation.

* Adata catalogue implementation framework, DCAT-AP.

* Technical specifications for internal data governance, the management of semantic assets and the
maturity framework for data spaces (using the DSSC Maturity Model as input).
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The process for these standards can be followed at CEN-CENELEC and ETSI.

Three Key Technical Standards
Underlying technical standards are needed to implement these formal specifications.

This section lists the minimum set of technical standards and specifications data spaces need to

adhere to in order

* to make them interoperable with other data spaces and

* to allow them to capitalize on existing software implementations which, in many cases, also exist in
the form of open-source software (OSS).

Verifiable Credentials

W3C Verifiable Credentials is a specification developed by the World Wide Web Consortium (W3C) to
enable the creation, sharing, and verification of digital credentials in a secure and privacy-respecting
manner. These credentials can represent various types of information, such as identity documents,
educational certificates, or professional licenses. The key feature of verifiable credentials is that they
are tamper-evident and cryptographically verifiable, meaning their authenticity and integrity can be
confirmed without relying on a central authority.

Within a data space, a Verifiable Credential can be issued for identification and to indicate that a
participant or some element is compliant with something (we call this a claim or an attestation). One
example of such an attestation is indicating that an organisation is a participant in a data space and
adheres to all the rules and obligations of the data space. Another example of attestation may
indicate that a particular service complies with specific characteristics (e.g., compliance with certain
specifications at the level of APIs supported).

DCAT-AP

The DCAT vocabulary includes a set of classes and properties for describing datasets and their

relationships. For example, it defines classes for datasets, distributions (specific representations of

datasets), and catalogue records. Properties can include titles, descriptions, keywords, and access

URLs. This structured approach enables the creation of rich metadata that can be used by search

engines and other tools to index and retrieve datasets more effectively.

* DCAT version 3 by W3C provides the baseline metamodel for catalogues.

* DCAT-AP provides an implementation framework for DCAT. This needs to be used for data spaces
and is standardised through ETSI.

* Further extensions are possible for specific data spaces, e.g. taking into account domain specific needs.

Open Digital Rights Language (ODRL)

The ODRL Information Model defines the core concepts and relationships used to express policies.
These policies can include permissions (what actions are allowed), prohibitions (what actions are
forbidden), and obligations (what actions must be performed). For example, a policy might state that
a user is permitted to play a specific song but is prohibited from copying it. Additionally, policies can
include constraints, such as time or location restrictions, and duties, such as payments that must be
made to exercise a permission.

ODRL can be used within a data space to express access and usage policies to a dataset.
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8.4 Protocols specifying how these standards can work together

There are many options when implementing the aforementioned technical standards. Various
initiatives and technology developers are now working together to drive the work on establishing
protocols that explain how these standards can be used in conjunction with each other.

Dataspace Protocol (DSP)

The Eclipse Dataspace Working group has released the Dataspace Protocol. This protocol specifies:

1. How data products can be made available to others using DCAT Catalogs

2. How usage control is expressed as ODRL Policies.

3. How Agreements that govern data usage are syntactically expressed and electronically negotiated
between data providers and data users.

4. How Datasets are accessed using Transfer Process Protocols.

It should be noted that this protocol only specifies the generic elements. The APIs/technical interfaces
for the actual data exchange are data space-specific.

Protocols for sharing credentials

There are several protocols being developed for issuing (and validating) credentials, based on the
W3C Verifiable Credentials standard. Both have some overlap in functionality, but there are also
differences.

For future data spaces, the DSSC recommends to use verifiable credentials as a technology to assist in
establishing trust between participants. At this moment, two protocols are commonplace for the
issuing and sharing of these: OpenlID for Verifiable Credentials and the Eclipse Dataspace
Decentralized Claims Protocol.
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9. Our Co-Creation Method to guide you

The Co-Creation Method is a structured approach designed to assist participants in developing data
spaces by guiding the participants through the Business and Organisational as well as Technical
Building blocks in the blueprint. It aims to facilitate collaborative decision-making and increase the
success rate of data space initiatives based on a sequence of guided questions and development
stages. The purpose of the Co-Creation Method is to accelerate development by aligning stakeholders
on key questions and building blocks, fostering collaboration, and addressing interdependent
business and technical issues coherently.

Motivations for starting a data space

Data spaces may be developed to scale services, enable sovereign data sharing, handle multiple
stakeholders, provide scalable infrastructure, ensure a level playing field, avoid vendor lock-in, and
retain data sovereignty.

Starting points and flexibility
The method accommodates progress and flexibility in governance, technical infrastructure, use case
definition, or offerings, and suggests focus areas to ensure completeness and alignment.

Two types of processes

The Co-Creation Method achieves its purpose through the use of two types of processes:

* Development Processes: The development processes are designed to guide stakeholders through
the essential steps required to establish and continuously develop a data space. During the
development development processes, operational processes processes are designed.

* Operational Processes: A set of essential processes a data space participant goes through when
engaging with a functioning data space that is in the operational stage or scaling stage. The
operational processes include attracting and onboarding participants and publishing and matching
use cases, the data space offering, data requests and, eventually, data transactions.

Development processes

The development processes are essential in helping to set-up a data space. There are five
development processes, each consisting of steps which in turn consist of questions. Figure 10 shows
the connections between the different development processes and the order in which they should be
considered. Each development process relates to building blocks from the blueprint and is explained
in more detail in its respective section. Separate to the blueprint, a document is published on the
DSSC website in which workshops are described that make each of the development processes
concrete: not just describing what participants need to find the answers to, but also describes ways
how they could do so.
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Align stakeholders on
the data space scope

Establish
organisational form

Functional analysis and Establish data space
data space design agreements and policies

0 After establishing the high-level purpose of the data space, the use cases should be identified

Develop use cases and identi
functional requirements

¥

more precisely.
There is a continuous interaction between the use cases and the type of organisational form.

The principles, purpose, and scope of the data space are input for the organization's type,
while identifying key stakeholders guides governance body composition.

functionalities can be realized.

The functional data space design requires policies and agreements, such that made decisions
can be recorded. These policies and agreements are (the basis of) the data space rulebook.

The organisational form is the main determinant of the governance structure, the governance
structure is amended with the data space agreements and policies in the data space rulebook.

o The use cases provide functional requirements, such that consideration can be made how these
0 All agreements has been made and included in the data space rulebook. Your data space should
be build and implemented. This can already happen in parallel to the development processes to

save time, as long as the development processes are leading for the design.

Figure 10. Data space development processes

Operational processes

The operational processes are entirely published in a separate document. They describe on a high-
level what a data space should arrange for it to function properly and be able to run its day-to-day
business.

Prerequisites and process types
Successful use of the Co-Creation Method requires a coalition of willing participants and an
orchestrator to guide the process.
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10. Takeaways: Five main rules for every data space

1. Every data space is recommended to have a rulebook. The rulebook describes all rules that
participants of the data space must adhere to, as well as the underlying trust framework.

2. Therulebook can be used to document the outcomes of the Co-Creation Method as well as other
conclusions and decisions. Every data space needs a data space governance authority to
manage the rulebook.

3. Data and data services of participants need to be modelled as data products, which are shared
through catalogues. Data providers need to provide the metadata specified in Data Act article 33.

4. Agreements between data providers and data users need to be captured in data sharing
contracts. These can refer to generic legal documents or be based on templates.

5. Use standards. Standards are available for participant agents (technology used by individual
participants in the data space) and facilitating services (catalogue services, trust services, etc.).
Reuse the standards provided in the DSSC blueprint and focus on domain-specific aspects. This is

essential to achieve economies of scale.
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Click here for the full Blueprint. Click here for the Data Spaces Toolbox.
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