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1 Introduction

The privacy and security risks associated with sharing sensitive data, as well as the
increasing prevalence of intentional and accidental cybersecurity incidents’ can make
organisations and individuals hesitant to participate in data spaces. These concerns
become even more pronounced in federated and cross-border settings, where
fragmented regulations and unclear liability frameworks create additional legal
uncertainty.

This underscores the need for clear and enforceable accountability frameworks for data
spaces. Especially in sectors of high criticality, such as healthcare and finance, all data
space participants should be able to demonstrate compliance with applicable security and
data protection obligations, and that responsibilities for potential incidents are clearly
allocated.? To achieve this, participants must define their respective roles and binding
obligations in a manner that is both appropriate and proportionate to the identified risks.

The regulatory framework governing security of data sharing is multilayered?, including:

o Foundational frameworks for cybersecurity, such as the Network and Information
Systems Directive (NIS2)*, and Cyber Resilience Act>;

e Security frameworks specific to data sharing, such as the General Data Protection
Regulation (GDPR), Data Governance Act (DGA), and Data Act; and

e Sector-specific regulations, such as the Digital Operational Resilience Act (DORA)® and
European Health Data Space Regulation (EHDS)’.

T Cybersecurity incidents may occur by intention or by accident. Cybersecurity refers to “the organization
and collection of resources, processes, and structures used to protect cyberspace and cyberspace-enabled
systems from occurrences that misalign de jure from de facto property rights” i.e., it secures a range of
assets, including information, humans and their interests, from threats that may exploit vulnerabilities or
exist due to the ICT system or the information itself. See e.g., Craigen, D., Diakun-Thibault, N., & Purse, R.
(2014). Defining cybersecurity. Technology Innovation Management Review, 4(10).

2 ENISA  (2024). Engineering Personal Data Protection in EU Data Spaces V1.0
https://www.enisa.europa.eu/sites/default/files/publications/Data%20Spaces%20Report.pdf

3 See also, ENISA(2023) Multilayer framework for good cybersecurity practices for Al .
https://www.enisa.europa.eu/publications/multilayer-framework-for-good-cybersecurity-practices-
for-ai

4 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on
measures for a high common level of cybersecurity across the Union (NIS 2 Directive)
http://data.europa.eu/eli/dir/2022/2555/2022-12-27

5 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on
horizontal cybersecurity requirements for products with digital elements (Cyber Resilience Act).
http://data.europa.eu/eli/reg/2024/2847/0j

6 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital
operational resilience for the financial sector https://eur-lex.europa.eu/eli/reg/2022/2554/oj/eng

7 Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the
European Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847
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The application of these rules is shaped by the structural, operational, regional, and
sector-specific attributes of each data space. This variability makes it challenging to
develop harmonised legal frameworks for a data space, especially in sectors like
healthcare, finance, and energy, where strict requirements apply to the protection of
sensitive data and critical infrastructure.®

Regardless, cybersecurity laws and related responsibilities have remained underexplored
in the context of data spaces. Without clear rules on how liability is allocated, European
data spaces risk becoming less resilient to disturbances, while organisations remain
hesitant to share their data due to legal uncertainties. To address this gap, this report
examines key regulatory frameworks for safeguarding data sharing, including the NIS2,
GDPR, and DGA, how they address liability, and their interplay, particularly when multiple
entities contribute to data processing and storage. The assessment first outlines
accountability structures established by each framework and then illustrates their
practical limitations through two examples.

2 Legal and operational accountabilities
under NIS2, GDPR and DGA

2.1 NIS2: Accountability over cybersecurity risk management

The NIS2 Directive introduces obligations for risk management, incident reporting, and
governance responsibilities for “essential” and “important” entities operating in 18 critical
sectors across the EU.° For data spaces operating in in-scope sectors, such as digital
infrastructure and services, health, manufacturing, energy, transport, banking, and public
administration, compliance with the NIS2 requirements is essential. The Directive builds
on its predecessor NIST by expanding its scope, introducing more detailed obligations,
increasing liability for non-compliance, and granting broader supervisory and
enforcement powers to national regulators. While NIS2 strengthens harmonisation of
cybersecurity legislation across Member States, national divergences remain, as it is a
directive and subject to local implementation. Notably, the scope and sector coverage,
audit requirements, incident reporting requirements, and the implementation of the

8 D. Sargiotis (2024). Legal and Regulatory Considerations in Data Governance. Data Governance. Springer, pp
445-466. https://doi.org/10.1007/978-3-031-67268-2_15

9 See Article 3, Annex |, and Annex Il of the NIS2 Directive. Essential entities under NIS2 include large and
medium sized entities in critical sectors, including energy, transport, finance, health, drinking water,
wastewater, digital infrastructure, ICT service management, public administration, and space. It also sets
obligations to other important entities, listed in Annex Il, such as postal services, research organisations, and
manufacturers of medical devices.
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management liability vary from jurisdiction to jurisdiction. Even the definitions of
III

“essentia
some including additional sectors beyond the NIS2 baseline.™

and “important” entities subject to NIS2 differ across Member States, with

Under NIS2, essential and important entities are obligated to implement appropriate and
proportionate technical, operational, and organisational measures to manage
cybersecurity risks. These measures encompass a range of practices, including risk
analysis and management policies, incident handling procedures, back up management
and disaster recovery, supply chain security, cryptography, and access control (Article
21(2), NIS2). For instance, data sharing infrastructures operating in sectors subject to NIS2
must uphold secure authentication mechanisms to ensure that only authorised users can
access data. Where appropriate, in-scope entities must also implement procedures for
using encryption to protect data during processing, transmission, and storage."
Fortunately, adherence to internationally recognised cybersecurity standards, such as ISO
27001 and IEC 62443 series, can significantly ease the compliance.

In the event of a significant incident'?, in-scope entities are required to report it to the
national computer security incident response team (CSIRT). If the incident is likely to
adversely affect the delivery of their services, the affected users must also be informed.
Article 23 defines a tiered incident reporting structure. Essential and important entities
must submit an initial early-warning within 24 hours of becoming aware of an incident,
including a preliminary assessment of its cause and potential cross-border impact. Within
72 hours, a more detailed notification must follow, outlining the severity, scope, and likely
consequences of the incident. A comprehensive final report is then required within one
month. While the NIS2 establishes a strict baseline for incident reporting, Member States
diverge in their definitions of what constitutes a significant incident, the required report
contents, and the reporting timelines.'® For instance, Poland and Slovakia provide

0 For instance, Italy and Croatia include educational institutions as critical sectors under their national
cybersecurity laws. Decreto Legislativo No 138. Gazzetta Ufficiale Della Repubblica Italiana. September 2024.
https://www.gazzettaufficiale.it/atto/serie generale/caricaDettaglioAtto/originario?atto.dataPubblic
azioneGazzetta=2024-10-01&atto.codiceRedazionale=24G00155 and Uredbu o Kibernetickoj Sigurnosti.
NN 135/2024. https://narodne-novine.nn.hr/eli/sluzbeni/2024/135/2217

1 Organisations can use emerging techniques, such as confidential computing, to minimise the exposure of
sensitive data and program execution flows.

2 Under NIS2, an incident is considered significant if: (a) it has caused or is capable of causing severe
operational disruption of the services or financial loss for the entity concerned; or (b) it has affected or is
capable of affecting other natural or legal persons by causing considerable material or non-material damage
(Article 23(3), NIS2).

13 ECSO, (2025). White Paper: NIS2 Implementaion challenges and priorities. Available at: https://ecs-
org.eu/ecso-uploads/2025/01/ECSO-NIS2-White-Paper.pdf.
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additional classification models for incidents based on their severity and the Cyprus
transposition of the Directive requires initial notification within 6 hours of detection.

The allocation of accountability for NIS2 compliance within a data space largely depends
on the organisational form adopted for the data sharing infrastructure.”™ The NIS2
mandates active involvement of senior management in cybersecurity governance,
requiring them to approve and oversee the implementation of risk management and
reporting measures (Article 20, NIS2). Each participant typically has its own management
board that is responsible for appropriate security measures to manage organisational
governance and cybersecurity risks. In some cases, the data space itself may also be
established as a legal entity with its own management board. For instance, a strategic
alliance based on contractual arrangements between independent participants presents
a different liability structure compared to an association, such as the Catena-X'®, which
has its own executive board responsible for governance and compliance. However, the
NIS2 does not delineate liability in scenarios involving shared infrastructure contributed
by multiple entities. It lacks a framework for attributing responsibilities when incidents
arise from shared and interdependent infrastructures operated across multiple
organisations.

For non-compliance, the NIS2 poses significant repercussions, including both monetary
and non-monetary penalties, and extends legal liability to individual representatives.
Individual members of the management body may be held personally accountable should
they neglect to ensure the adherence to cybersecurity obligations.”” Depending on the
national implementation, regulatory authorities may impose fines and seek the
suspension of individual board members in cases of non-compliance. In addition,
violations can result in significant administrative fines for the given entities.'® National
supervisory authorities can also impose non-monetary penalties, such as warnings,
binding instructions, and compliance orders."” However, the scope and effect of the non-
monetary penalties are limited to the jurisdiction of the issuing authority, and do not apply
across Member States.

14 ECSO, (2025). White Paper: NIS2 Implementaion challenges and priorities. Available at: https://ecs-
org.eu/ecso-uploads/2025/01/ECSO-NIS2-White-Paper.pdf

> See more DSSC Blueprint v3.0 Organisational Form and Governance Authority.
https://blueprint.dssc.eu/?pane=business&business=organisational-form-and-governance-authority

6 Catena-X Executive Board consists of 12 members representing different organisations, such as BMW,
Siemens, Renault Group, SAP, Fraunhofer ISST. See more in https://catena-x.net/association/structure-
and-role/

17 See Article 32 point 5 & 6 of the NIS2

18 Under Article 34, essential entities can be subject to fines up to 10 M€ or 2% of worldwide annual
revenue, whichever is higher. Important entities can face monetary penalties up to 7 M€ or 1.4 % of the
global annual revenue.

19 See Articles 32(4) and 33(4), the NIS2
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2.2 GDPR: Accountability over personal data privacy

The GDPR sets out fundamental principles for the processing of personal data, such as
purpose limitation, data minimisation, and accountability.?® The principles have direct
implications for cybersecurity governance within organisations that process personal
data, as they reinforce responsible and risk-aware data handling practices across the EU.
In this sense, the regulation operates both as an enabler and a constraint for secure data
sharing. On the one hand, it strengthens user rights over data, enhances transparency
among data space participants, and encourages privacy-preserving data analysis
techniques, such as federated learning and decentralised data management, which

' On the other hand, the allocation of roles and

increase trust in data sharing.?
responsibilities under the GDPR can become overly complex in dynamic, multi-actor data

ecosystems, which can lead to operational inefficiencies.

The explicit designation of data controllers®?, joint controllers®, and processors®*, along
with a clear articulation of their respective responsibilities under the GDPR, is essential
for establishing effective operational governance in the context of data spaces. Data
controllers are responsible for implementing appropriate technical and organisational
measures to ensure compliance with the principles, safeguard the rights of data subjects,
secure processing operations, maintain records of incidents, and conduct data protection
impact assessments (DPIAs) where processing is likely to result in a high risk to individuals’
rights and freedoms.? The selection and evaluation of the measures must be context-
specific, considering the nature, scope, purpose, and risks associated with the processing
activity, as well as the potential impact on the rights of the data subjects involved in the
processing.?

The GDPR requires that controllers and processors enter into a legally binding contract
that delineates the subject matter and duration of the processing, the nature and purpose

20 See full list and descriptions of the principles in Article 5(1) of the GDPR

21 Vukovic, J., Ivankovic, D., Habl, C., Dimnjakovic, J., (2022). Enablers and barriers to the secondary use of
health data in Europe: general data protection regulation perspective. Arch Public Health, 80(1):115, doi:
10.1186/513690-022-00866-7

22 A controller is a body that decides certain key elements of the processing. Controllership may be defined
by law or may stem from an analysis of the factual elements or circumstances of the case. See e.g., Article 4(7)
and Article 24 of the GDPR.

23 In joint controllership, two or more entities determine the purposes and means of a processing.

24 A processor under the GDPR Article 4(8) means a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller.

25 See Article 32 on security of processing, Article 5(2) on principles relating to processing, Articles 24 & 25 on
general obligations, and Article 35 on DPIAs.

26 AEPD (2023), Approach to data spaces from GDPR perspective, p. 35
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of the processing, the type of personal data and categories of data subjects, and the
respective obligations and rights of the parties (Article 28(3), GDPR). Controllers and
processors should ensure that data processing agreements clearly define the scope of
the processor’'s responsibilities and establish mechanisms for resolving disputes and
allocating liability, particularly in relation to compensation claims. Moreover, in shared
infrastructures, parties should agree to notify other controllers or processors involved in
the same processing activity of any relevant compliance breach, complaints, or claims
received from data subjects.

However, the distinctions between data controllers, joint controllers, and processors, and
the obligations attached to each of these roles do not always align seamlessly with the
governance models envisioned within data spaces. The roles are functional, meaning that
the assignment of the roles is determined by actual activities in a specific context and
thereby, typically arise from an analysis of the factual circumstances of each case, rather
than by contractual designation.?” The nature of the processing activity and the degree of
influence over the purposes and means of processing affect the delineation of roles and
determine how responsibilities are assigned.

Controllers are held liable for any material or non-material damage resulting from non-
compliance, including those arising from third-party cyberattacks, if they fail to
demonstrate that they implemented appropriate technical and organisational
measures.”® In addition to vulnerabilities stemming from their own systems, a controller
can also suffer a personal data breach involving personal data processed on their behalf
by a processor. Generally, processors are not directly liable for breaches provided their
processing activities do not exceed or contravene the controller’s instructions. In certain
cases, processors may, however, incur direct liability for infringements of obligations
specifically imposed upon them by the GDPR, such as failure to implement appropriate
technical and organisational measures to ensure secure processing.?® Supervisory

27 EDPB (2021) Guidelines 07/2020 on the concepts of controller and processor in the GDPR Version 2.1.
https://www.edpb.europa.eu/system/files/2023-

10/EDPB_guidelines_202007 controllerprocessor final_en.pdf

28 Article 82, GDPR establishes a right to compensation for individuals who suffer material or non-material
damage caused by infringements.

29 See, e.g., the administrative decision of the Polish President of the Personal Data Protection Office imposing
a fine on the processor for failure to assist the controller in implementing appropriate technical and
organisational security measures (violation of Article 32 GDPR). Available at:
https://uodo.gov.pl/decyzje/DKN.5131.1.2021 (polish decision), and summary by European Data Protection
Board https://www.edpb.europa.eu/news/national-news/2025/polish-sa-administrative-fine-81-000-
eu-failure-implement-appropriate_en
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authorities can impose administrative sanctions on both controllers and processors,
including fines and temporary or definitive bans on data processing.*

2.3 DGA: Accountability over optimal safeguards

The DGA establishes safeguards to promote the sharing of both personal and non-
personal data that is subject to legal protections, including commercial confidentiality,
statistical confidentiality, intellectual property rights, and privacy. These safeguards
include the delineation of re-use conditions for protected data held by public sector
bodies, the implementation of secure processing environments (SPEs) for sensitive data
categories, and the requirements and supervision of data intermediation service
providers (DISPs) and data altruism organisations (DAOSs).

Article 5 of the DGA empowers public sector bodies to permit the re-use of protected data
and outlines two techniques for ensuring sufficient security. Public sector bodies can
either apply privacy and confidentiality-preserving methods, such as anonymisation and
generalisation, to provide access to data, or by making data available within SPEs. The
DGA recommends “optimal” use of privacy-preserving methods, encouraging public sector
bodies to make as much data available as possible (Recital 7, the DGA). However,
determining appropriate levels of protection and the requirements and technical
specifications for SPEs is left to public sector bodies and sector-level interpretation.

For DISPs, the DGA imposes several security requirements for providing access to data.
Under Article 12, DISPs must implement adequate technical, legal, and organisational
safeguards to prevent unlawful access or transfer of non-personal data (j) and maintain
an appropriate level of security for the storage, processing, and transmission of such data
(I). Recognising the varying sensitivity of data types, the DGA further requires “the highest
level of security” for the storage and transmission of competitively sensitive information.
Similarly, DAOs are obliged to maintain an appropriate level of security for the storage
and processing of non-personal data (Article 21(4), DGA).

In the event of unauthorised transfer, access, or use of non-personal data, both DISPs and
DAOs are required to notify the relevant data holders®' without undue delay. Likewise, in

30 See Article 83 on general conditions for imposing administrative fines. The fines for most breaches are up
to €10 million or two percent of worldwide annual revenue, whichever is higher, while serious violations may
incur fines up to €20 million or four percent of global turnover.

31 ‘data holder' means a legal person, including public sector bodies and international organisations, or a
natural person who is not a data subject with respect to the specific data in question, which, in accordance
with applicable Union or national law, has the right to grant access to or to share certain personal data or
non-personal data (Article 2(8), the DGA).
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cases of unauthorised re-use of non-personal data originating from a public sector body,
the data re-user bears the responsibility to inform the legal persons whose rights or
interests may be adversely affected (Article 5(5), DGA).

Otherwise, liability and sanctions under the DGA rely on public enforcement by national
competent authorities, leaving considerable room for regulatory fragmentation. National
authorities are tasked with defining and applying effective, proportionate, and dissuasive
sanctions under their respective legal frameworks (Article 34, DGA). Also, depending on
the applicable national legal frameworks and the terms of the contractual agreements,
data holders and data users may pursue private enforcement remedies, such as actions
for contractual performance, claims for damages, termination of the agreement, or
applications for injunctive relief.

In cases involving personal data, the DGA defers to the GDPR. The data holders are
responsible for ensuring the lawful collection, processing, and storage of personal data,
while DISPs act as facilitators, enabling controlled data sharing, processing, and access.
The entities that determine the purposes and means of processing assume the role of
data controllers under the GDPR. However, identifying the controllers and processors in
practice can be complex, as it depends on the specific structure and contractual
arrangements governing the data sharing operation.

3 Data breaches and liability allocation in
data spaces

3.1 Example 1: Data breaches in federated data sharing
infrastructures

Federated infrastructures represent a decentralised approach to data sharing that
preserve data holders’ control over data by keeping the data within their secure
environments. This approach reduces the need to duplicate data and helps avoid
regulatory constraints typically associated with centralised systems. Such infrastructures
can be used to train algorithmic models in a decentralised manner without transferring
data, a technique known as federated learning.
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Federated learning is widely regarded as an approach for enhanced privacy
preservation.® In federated learning, algorithmic models are trained locally on the data
holders’ premises, and only the trained parameters or model updates are shared and
aggregated into a central orchestration server. A vulnerability in either the central server
or a single data holder can compromise the integrity of the global model, impacting
various participants. While each data holder is responsible for ensuring data quality and
local security, the orchestration service bears responsibility for aggregating and
distributing the global model.

Such model is envisioned in, for instance, the European Federation for Cancer Images
(EUCAIM)* project for developing cancer imaging algorithms. In the EUCAIM federated
learning structure, the EUCAIM software gets access to hospital local data warehouses,
which will follow standards as well as safety and quality requirements defined by EUCAIM.
The data holders participating in the EUCAIM are both essential entities under NIS2 and
process highly sensitive data under the GDPR. While federated learning reduces risks
related to privacy and helps hospitals to comply with the GDPR, it presents a shared,
interdependent infrastructure managed across multiple organisations, which complicates
the allocation of liability.

Vulnerabilities in hospital's local systems or the central orchestration server can
compromise data integrity, propagate corrupted model updates, and affect diagnostic
accuracy across all participating sites. For instance, if a hospital's local data warehouse is
compromised through aransomware attack or a supply chain vulnerability in its electronic
health record (EHR) extraction process, corrupted data could be injected into the
federated learning pipeline. Even though the data never leaves the hospital premises,
compromised data integrity at a single node can propagate through the federated
learning process, critically impact the global Al model, and manipulate cancer diagnosis
predictions across all participating sites. This raises complexity to assigning liability among
the data holder that introduced the vulnerability, the orchestration service managing the
global model, and data users relying on the compromised output. All these actors bear
responsibilities under the national transpositions of NIS2 as well as national laws towards
potentially impacted individual patients. The absence of harmonised rules for cross-
organisational liability creates significant legal uncertainty.

Another operational area that becomes particularly challenging in such scenarios is the
accountability for mandatory incident reporting under NIS2. Challenges may already arise
from evaluating what constitutes a significant incident. Under NIS2, an incident does not

32 See e.g., Xu, )., Glicksberg, B.S., Su, C. et al. Federated Learning for Healthcare Informatics. ] Healthc Inform
Res 5, 1-19 (2021). https://doi.org/10.1007/s41666-020-00082-4
33 https://cancerimage.eu/
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need to cause severe operational disruption or financial loss to qualify as significant; the
mere capability to cause such damage is sufficient.>* Furthermore, national authorities
may diverge in their interpretations of this threshold, creating inconsistencies across
Member States. If a single hospital or the orchestration service suffers a significant
incident that adversely affects or may adversely affect the EUCAIM infrastructure,
participants will have to evaluate their reporting obligations case-by-case and coordinate
accordingly.

The coordination becomes even more critical if the incident triggers reporting obligations
to multiple national authorities, as the strict timelines and reporting requirements under
the NIS2 and the GDPR can vary significantly across jurisdictions. Consequently, it is
essential that EUCAIM and other federated data sharing infrastructures have predefined
processes in place to ensure timely, accurate, and compliant reporting to all relevant
authorities.

3.2 Example 2: Attributing liability in secure processing
environments

Under the DGA, public bodies may require that the re-use of protected data must take
place in secure processing environments (SPEs) (Article 5(3), DGA). While SPEs are an
emerging concept in EU legislation and their practical implementations vary, they are
intended to provide a controlled setting for accessing and processing sensitive data. The
DGA describes them as physical or virtual environments combined with organisational
measures that ensure compliance with EU law and allow the SPE provider to determine
and supervise all processing activities (Article 2(20), DGA).

In cases of unauthorised re-use of non-personal data, the DGA assigns the responsibility
on the given data re-user to inform the legal persons whose rights or interests may be
adversely affected (Article 5(5), DGA). By contrast, unauthorised re-use of personal data is
governed by the GDPR. The public sector body will typically remain as a data controller
under the GDPR, as it determines the conditions of processing data within the SPE.
However, the assessment of controllership under the GDPR is always functional and
context dependent. Consequently, if a security incident in an SPE results to a data breach
involving both personal and non-personal data, both the data re-user and the public

34 Under Article 23(3) of the NIS2 an incident is considered significant if: (a) it has caused or is capable of
causing severe operational disruption of the services or financial loss for the entity concerned; or (b) it has
affected or is capable of affecting other natural or legal persons by causing considerable material or non-
material damage.
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sector body may hold responsibilities towards affected legal and natural persons, as well
as reporting obligations to national competent authorities.

To mitigate ambiguities, data processing agreements between public sector bodies and
data re-users should explicitly define the scope of each party's responsibilities and
establish mechanisms for liability allocation as well as dispute resolution, particularly in
relation to compensation claims. Such agreements are essential for avoiding overlapping
reporting obligations and reducing operational and legal complexity.

Furthermore, the reliance on contractual and jurisdictional variability undermines both
legal certainty and harmonisation across Member States. For instance, if a data user from
Member State A commits a serious breach while accessing sensitive data within a SPE
hosted by a public sector body in Member State B, the re-user should, in principle, accept
the jurisdiction of the Member State B for dispute resolution (Recital 20, the DGA).
However, the scope and effect of non-monetary penalties, such as a temporary exclusion
from access to certain data or SPEs, are limited to the jurisdiction of the issuing authority,
and do not automatically apply across Member States. In the absence of mutual
recognition mechanisms or legal interoperability rules, such fragmentation risks
undermining trust and legal certainty in cross-border data sharing. This ultimately
weakens the objective of creating a coherent European data governance framework.

4 Conclusions

Current horizontal frameworks governing cybersecurity and data protection fall short of
providing a harmonised liability regime tailored to federated, cross-border data-sharing
environments. These frameworks rely heavily on contractual arrangements, which must
be adapted to the specific organisational structure, risk profile, data sensitivities, and
compliance obligations of each sector. This analysis underlines several complexities and
gaps that hinder the creation of consistent liability frameworks for data spaces and the
effective enforcement of EU cybersecurity obligations.

The NIS2 introduces a foundational accountability framework for cybersecurity
governance, however, it does not delineate liability in situations where vulnerabilities
propagate across interconnected data-sharing infrastructures. Similarly, the GDPR’s
functional approach to assigning roles (e.g., controllers, joint controllers, and processors)
does not align seamlessly with the governance models envisioned within data spaces or
the DGA. These issues are particularly pronounced in complex data sharing
infrastructures, where identifying and enforcing roles and responsibilities requires robust
governance mechanisms.
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Cross-border initiatives face even more complexity due to divergent national
interpretations of the different legislations, particularly the NIS2. Operational challenges,
such as jurisdiction-limited application of non-monetary penalties, as well as varying
scopes and fragmented reporting requirements, burden initiatives seeking to establish
effective incident response processes. Entities within and outside the scope of these
regulations may need to collaborate during security incidents, underscoring the need for
a minimum viable governance framework that harmonises baseline obligations. While
most European data spaces emphasise GDPR compliance and privacy safeguards,
preparedness for cybersecurity incidents and adherence to NIS2 obligations remain
underdeveloped.

Ultimately, the allocation of legal liability in data spaces will depend on their
organisational form, contractual arrangements, and jurisdictional context. In the absence
of harmonised EU-level guidance, these uncertainties risk undermining trust and
discouraging participation in cross-border data-sharing ecosystems. Establishing a
coherent governance framework that defines baseline principles for cybersecurity
preparedness, incident coordination, and the allocation of liability, together with
sector-specific codes of conduct and standardised contractual templates, would help
address these challenges and strengthen legal certainty.

Such measures are essential not only for safeguarding the integrity and resilience of data-

sharing infrastructures but also for mitigating, and ideally preventing, the potential
damages and liability arising from an increasingly inevitable data breach.
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