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1 Introduction

The emergence of data spaces as ecosystems for data sharing and innovation represents a pivotal
shift in the European Union’s digital policy landscape. Designed as secure, interoperable
environments, these spaces allow data from diverse sources — public, private, industrial, and
individual — to be pooled, accessed, and reused under well-defined governance frameworks. They
have the potential to unlock the value of data, driving economic growth, advancing research and
delivering societal benefits, all while safeguarding stakeholders’ rights and interests. However, the
legal framework governing data spaces is complex and fluid. It is shaped by a constellation of EU
regulations, the interplay of which often creates uncertainty for participants.

Despite the importance of legal frameworks that address increasingly complex digital technologies,
the complexities of these frameworks remain underexplored. Having a comprehensive overview of
legal frameworks applicable to data spaces makes it easier to navigate the relevant requirements.
This includes understanding how these requirements impact the setup and operation of the data
space and identifying specific legal issues that data space members or the data space governance
authority may need to address. These issues might be resolved through tools, mitigation strategies,
policies, or specific guidance. At the level of the data space, technical or organisational measures
should be identified to ensure compliance with mandatory legal provisions.

Depending on the type of data exchanged within the data space, the specific sector, and the actors
involved, there may be additional relevant legal frameworks, both horizontal and sectoral at the
national or EU level. The past few years have seen a surge in new EU digital policies, particularly
legislation relevant to the development of the data economy?, making it more difficult to navigate
the interplay between the older frameworks (e.g. GDPR) with the new Data Legislation (e.g. Data
Governance Act). The EU and national authorities attempt to improve legal certainty by providing
legal guidance, particularly in the context of the interaction of data-related regulations and their
application within data spaces?. Another prominent resource for data spaces has been the recently
published Draft Recommendation on non-binding model contractual terms on data access.?

As part of the preparatory work on the blueprint and the Legal Compass, the initiative to develop an
introductory analysis was realised for different legal frameworks relevant for data spaces.

1JS Marcus, K Sekut, K Zenner, ‘A dataset on EU legislation for the digital world — Table 1’ (Brugel Datasets, 2024).
https://www.bruegel.org/system/files/2024-06/Bruegel factsheet 2024 0.pdf.
2 P Drogkaris and JG Prieto (Eds), Engineering Personal Data Protection in EU Data Spaces (2024) (European Union Agency

for Cybersecurity (ENISA), Study). https://www.enisa.europa.eu/publications/engineering-personal-data-protection-in-eu-

data-spaces; Lozano and others, ‘Approach to Data Spaces from GDPR Perspective’ (2023) (Agencia Espafiola de Proteccion
de Datos — AEPD, Report). https://www.aepd.es/documento/approach-to-data-spaces-from-gdpr-perspective.pdf.

3 Commission, ‘Annex to the Communication to the Commission - Approval of the draft Commission Recommendation on
non-binding model contractual terms on data access and use and non-binding standard contractual clauses for cloud
computing contracts’ C(2025) 7750 final. https://ec.europa.eu/newsroom/dae/redirection/document/121719.
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An important preliminary work in this direction has been identified in a document prepared by the
Support Centre for Data Sharing (SCDS) in its “Analytical report on EU law applicable to sharing of

non-personal data”*

. The present document seeks to build upon the work carried out in the report by
strengthening the focus on data spaces and by extending the analysis to relevant legal provisions that
were either not addressed in the previous document (e.g. the Data Governance Act) or in which the
presentation of their interface with data spaces was considered to merit further elaboration.
Furthermore, the report specifically sets as its scope the sharing of non-personal data. Consequently,

it does not fully cover legal instruments such as the GDPR.

In the present document we provide a brief overview of a selection of relevant legislative
frameworks, highlighting their importance for data spaces and considering how parties operating
within a data space may be affected by them, as well as their present or future impact on data
spaces. It also complements other efforts of the DSSC in offering guidance and clarity on navigating
data spaces through an increasingly complex legislative framework and is intended to be read in
conjunction with the DSSC Blueprint.

The legislative framework is presented in short, individual chapters intended for interested
laypersons as well as lawyers approaching the field anew. The content of each chapter is organised

as follows:
. Introduction;
. Objectives;
. Recipients;
. Subject matter;
. Short assessment.

These chapters serve as an introduction for readers interested in the impact of regulation on the
framework within which the data space operates. They appear at a time when the suitability of
recent EU data legislation is being questioned, a topic that we will continue to explore in future
publications.

4 SCDS, ‘Analytical report on EU law applicable to sharing of non-personal data’ (2020) SMART 2018/1009.
https://dssc.eu/space/DC/408059908/Support+Centre+for+Data+Sharing.
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2 General Data Protection Regulation (GDPR)

2.1 Introduction

The General Data Protection Regulation (‘GDPR’) is the main EU instrument regulating the processing
of personal data. The right to data protection is a fundamental right, enshrined in Article 8(1) of the
Charter of Fundamental Rights of the European Union and Article 16(1) of the Treaty on the
Functioning of the European Union. The GDPR seeks to establish a strong and more coherent data
protection framework across the European Union®.

2.2 Objectives
The GDPR has a double objective:

e Laying down rules aimed at protecting the rights and freedoms of natural persons in relation
to their right to the protection of personal data. This includes obligations imposed on parties
processing such data and specific rights allocated to the natural persons whose data is
processed®,

e Ensuring the free movement of personal data within the European Union. It does so by
harmonising the rules on data protection across the European Union and ensuring that this
free movement will not be restricted or prohibited for reasons connected with the protection
of natural persons with regards to the processing of personal data’.

2.3 Recipients

The GDPR targets any entity processing personal data, whether it is a natural or legal person, public
authority, agency or other body. It should be noted that “processing” within the scope of the GDPR
has a broader meaning than may be generally accepted in other fields. It refers to any operation or
set of operations, whether by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction®. This broad scope means that, for instance, activities that are limited to storing or
hosting personal data, as well as anonymising or erasing it, will be considered

processing.

5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation — ‘GDPR’) (2016) OJ L119/1. See Recital 7, GDPR.

6 Arts. 1(1) and 1(2), recitals 1-2 and 10 GDPR.

7 Art. 1(1) and 1(3), recitals 2 and 10 GDPR.

8 Art. 4(2) GDPR.
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In terms of obligations, the GDPR distinguishes between “controllers” and “processors”:

e The controller is the entity that determines (alone or jointly with others) the purpose and
means of the processing®. The controller is the main party responsible for any processing
activity and has an obligation to ensure processing in accordance with the principles of
data protection®® as well as to ensure the implementation of appropriate technical and
organisational measures to ensure processing in accordance with the GDPR. The
controller must also be able to demonstrate compliance with the GDPR (“accountability
principle”).

e A processor is an entity that processes personal data on behalf of the controller'?. A
processor, unless required by law, may not process the data except upon instruction from
the controller®,

2.4 Subject matter

The GDPR defines personal data broadly, as “any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person”!*. This means that a vast
and diverse range of data(sets) across different sectors could potentially qualify as personal data.

There are also additional elements that broaden the scope of application of the GDPR:

e Regarding mixed datasets (i.e. datasets consisting of both personal and non-personal
data)?®, the GDPR will apply to the personal data part of the dataset. If the non-personal
data part and the personal data part are inextricably linked, processing of the whole
mixed dataset will need to happen in compliance with the GDPR?.

e  Whereas the processing of anonymised data may not be subject to GDPR compliance,
personal data that has been pseudonymised!” will remain within the scope of the GDPR.

9 Art. 4(7) GDPR.

10 Recital 7 GDPR.

11 Art. 5(2) GDPR.

12 Art. 4(8) GDPR.

13 Art. 29 GDPR.

14 Art. 4(1) GDPR.

15 Recital 26 GDPR.

16 European Commission, ‘Guidance on the Regulation on a framework for the free flow of non-personal data in the
European Union‘ (2019) COM (2019) 250 final. https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52019DC0250.
17 Understood within the context of the GDPR as the processing of personal data in such a manner that the personal data

can no longer be attributed to a specific data subject without the use of additional information, provided that such
additional information is kept separately and is subject to technical and organisational measures to ensure that the
personal data are not attributed to an identified or identifiable natural person.
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It is also important to note that, in some cases, anonymisation might not be possible, and
it shall be considered on a spectrum, with a measurable level of anonymisation and risk
of re-identification®®,

2.5 Short assessment

The GDPR remains fully applicable within the context of a data space. Therefore, it is of importance
to clearly identify the different actors that are involved in the processing of personal data within the
data space, as well as their respective roles (controller, processor) and obligations.

The principles for processing personal data must be followed within a data space, just as they are in
any other context. There is no per se legitimation for processing personal data within the context of a
data space®. As such, every specific processing activity (ranging from collecting, storing, sharing to
erasure) will need to be assessed in the light of this. The purpose of each activity is the key factor in
determining whether the processing is legitimate. The responsibility for complying with data
protection laws, and for being able to demonstrate that compliance, remains entirely with the
respective data controllers. As the concept of controllership arises from an analysis of the factual
elements of each case, in data spaces, the assessment of which entities will act as controllers or
processors highly depends on particular circumstances. For instance, in the context of data product
contract?®, the data space participants shall be considered the controllers where they define both
the purposes and means of processing personal data, including using the data space infrastructure?.,

Additionally, there may be guidance, tools, and support offered to enable or facilitate compliance
with data protection rules within the data space?2. Such guidance and tools may relate to specific
data protection policies, that offer practical guidance on how to organise compliance, methods of
tracking data and keeping records of consents given, exercise of rights, information provided to data
subjects, as well as (support regarding) technologies that allow processing of personal data within a
safe environment.

18 European Data Protection Supervisor and Agencia Espafiola de Proteccidn de Datos, 10 Misunderstandings related to
anonymisation’ (2021). https://www.edps.europa.eu/system/files/2021-04/21-04-27 aepd-edps _anonymisation en 5.pdf.
19 ibid.

20 ‘Data product’ can be defined as “data sharing units, packaging data and metadata, and any associated license terms”.
CEN-CENELEC, ‘CWA Draft Part 1: Data Transactions’ (2024). https://www.cencenelec.eu/media/CEN-
CENELEC/News/Workshops/2024/2024-01-16%20-%20Data%20Transactions/cwa-draft-part1-0-8 clean.pdf.

21 M Musidlowska and M Frigeri, ‘Navigating Accountability Principle: The Concept of Controller in the Context of a Data
Space (Part 1/2)’ (CiTiP Blog, 15 May 2024). https://www.law.kuleuven.be/citip/blog/navigating-accountability-principle-

the-concept-of-controller-in-the-context-of-a-data-space-part-1-2/> accessed 19 June 2025.

22 For more information, see M Musidlowska and M Frigeri, ‘Navigating accountability principle: The Concept of “Processor”
in the Context of a Data Space (part 2/2)’ (CiTiP Blog, 2025).
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3 Data Governance Act

3.1 Introduction

Regulation (EU) 2022/868 of the European Parliament and of the Council of 30 May 2022 on
European data governance and amending Regulation (EU) 2018/1724 (‘DGA’)® aims to establish a
harmonised legal framework for exchanging data within and across EU borders. The DGA’s regulatory
thrust is specifically aimed at establishing a “borderless digital internal market”?*, leaving
competition between undertakings undistorted by data siloisation. The DGA became applicable on

24 September 2023.

3.2 Objectives

The DGA seeks to build trust in data sharing among individuals and undertakings by establishing
three separate legal regimes.

The first is a legal regime governing the conditions, fees, and procedures for re-using data held by
public sector bodies that are protected on the grounds of confidentiality, intellectual property rights,
or personal data protection?. It concerns the information that is not covered by the Open Data
Directive regime?®. Exclusive arrangements regarding access to such data are prohibited, with
conditions and fees for re-use instead having to be non-discriminatory, transparent, proportionate,
and objectively justified?”. Any re-use should preserve the protected nature of the data, either by
modifying the data itself beforehand (via e.g. anonymisation of personal data, aggregation or other
disclosure control of commercially confidential information) or by restricting the modality of data
access and re-use to a specific physical or remote secure environment?,

The second legal regime within the DGA governs data intermediation service providers (‘DISPs’), i.e.
“providers of services that aim to establish commercial relationships for the purposes of data sharing
between an undetermined number of data subjects and data holders on the one hand and data users
on the other”?. DISPs, as neutral orchestrators of data sharing ecosystems, are subject to mandatory
neutrality obligations®. Before commencing intermediation, a DISP must notify its national
competent authority of its identity and the parameters of its planned activities!. The data

23 Regulation (EU) 2022/868 on European data governance and amending Regulation (EU) 2018/1724 (Data Governance Act
‘DGA’) (2022) 0J L152/1. http://data.europa.eu/eli/reg/2022/868/0i.

24 Recital 3 DGA.

25 Art. 3(1) DGA.

26 Directive (EU) 2019/1024 on open data and the re-use of public sector information (Open Data Directive - ‘ODD’) (2019)
0J L172/56.

27 Art. 5 DGA.

28 ibid.

29 Art. 2(11) DGA.

30 Art. 12 DGA.

31 Art. 10 DGA.
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intermediation service itself must be offered under fair, transparent, and non-discriminatory terms
that are unbundled from the use of any other service2. Moreover, the DISP must be a separate legal
entity that does not offer services beyond those specifically facilitating the exchange of data, and it
may not use the intermediated data for any purpose other than to put it at the disposal of the data
user®. The DISP is also expected to take appropriate measures to ensure the security, confidentiality,
and interoperability of its intermediated data, as well as to ensure a reasonable continuity of its
service in the event of insolvency3. Finally, DISPs intermediating between data subjects and legal
persons are endowed with a fiduciary duty to act in the data subject’s best interest®.

The DGA’s third regime governs data altruism, defined as the voluntary sharing of data for no reward
beyond compensation of costs and in pursuit of objectives of general interest3®. The DGA establishes
the requirements for voluntary registration as a data altruism organisation®’, as well as the
transparency requirements that must be observed by the data altruism organisation during the
course of its activities®®. It further obliges data altruism organisations to safeguard the rights and
interests of participating data subjects and data holders with regard to their data3. The modalities by
which data altruism organisations may fulfil these obligations are to be laid down in the forthcoming
Rulebook by the Commission®, while the adoption of national policies to facilitate data altruism
remains the prerogative of individual Member States.

3.3 Recipients

The DGA does not create novel obligations to share data, though it stipulates the conditions under
which certain entities already intending or empowered to share data may do so. In particular, its
provisions apply to (a) public sector bodies which are already competent under national law to grant
or refuse access for the re-use of protected data, (b) entities that fulfil the definition of a DISP

32 jpid.

33 ipid.

34 ibid.

35 ibid.

36 Art. 2(16) DGA.
37 Art. 18 DGA.

38 Art, 20 DGA.

39 Art. 21 DGA.

40 Art. 22 DGA.
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(including data cooperatives* as well as open data marketplaces*? and data pools*), and

(c) volunteering data altruism organisations. Of note is that the precise extent of “openness” needed
in a data space for its orchestrator* to fall under the definition of a DISP is currently unclear,
resulting in questions as to which contractual collaborations may fall outside the scope of the DGA.

The beneficiaries of data sharing under the DGA are broadly referred to as data users or data re-
users, who may be natural or legal persons using data for commercial or non-commercial purposes.
Further, public sector bodies have the right to verify the process, means, and results of processing
undertaken by data re-users, eliciting a concomitant obligation for data re-users to share their
processed data. Moreover, DISPs and data altruism organisations are obliged to furnish competent
authorities with information necessary for compliance monitoring, where this information may
include collected data. Finally, data holders have the right to request data on their own activities
collected by DISPs during the provision of the latter’s service.

3.4 Subject matter

The DGA’s scope covers both personal and non-personal data. The provisions on protected data held
by public sector bodies specifically cover data that is subject to confidentiality, intellectual property
rights, or personal data protection. The provisions applicable to DISPs and data altruism
organisations are broadly applicable to any type of data. The DGA responds to different types of data
by imposing different standards regarding data security and confidentiality, e.g. requiring personal
data to be anonymised before re-use or specifically requiring DISPs to ensure the “highest level of
security” for competitively sensitive information.

41 As explained by the Joint Research Centre, data cooperatives are ‘organisational structures constituted by data subjects,
one-person undertakings or SMEs. These entities will help members of the cooperative to exercise their rights over their
data’. One of the most prominent examples includes initiatives such as Salus.Coop - a not-for-profit citizens-led data
cooperative to promote health care innovation and research, founded in Barcelona. For more information, see: M Micheli,
and others, ‘Mapping the Landscape of Data Intermediaries’ (Publications Office of the European Union, 2023).
https://publications.jrc.ec.europa.eu/repository/handle/JRC133988.

42 According to the Joint Research Centre, data marketplaces are platforms that enable the matching of the supply and
demand of data or data products/services. An interesting example is offered by CARUSO - a platform co-owned by multiple
companies from the automotive industry offering harmonized multi-brand in-vehicle data from different vehicle
manufacturers. For more information, see ibid. p 57-59.

43 Joint Research Centre identifies ‘data sharing pools’ as ‘alliances among data holders that share data with the aim of
improving their assets (data products, processes and services) by exploiting the complementarities of the pooled data’. The
example of a data sharing pool is UK Biobank — a large-scale biomedical database that aims at enabling new scientific
discoveries to improve public health, providing accredited researchers access to medical and genetic data from half a
million volunteer participants. For more information, see ibid. p 59-61.

44 Recital 28 DGA.
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3.5 Short assessment

The DGA establishes a foundational legal framework for data sharing and its mandatory regime for
data intermediation services will therefore be directly relevant for any entity seeking to facilitate
data exchange in an open ecosystem and, by extension, for any data holders, data subjects, and data
users that may interface with such facilitators. Compliance could represent an additional cost for
DISPs, while at the same time novel business models will be necessary to stay economically viable.

Data intermediation services and DISPs can be regarded as the European alternative to current big
tech platforms. One of the core ideas behind the DGA is to provide neutrality in the intermediation of
data when it takes place at scale, thereby opening markets for various service providers building their
business on shared data.

Public sector bodies empowered to authorise data re-use will be challenged to reflect third-party
rights in clear contracts and appropriate technical and organisational safeguards, while the eventual
success of data altruism organisations is contingent upon Member State policymakers offering
appropriate incentives for their registration.

The DGA anticipates complementary Union or national laws establishing additional sector-specific
requirements for public sector bodies, DISPs, and data altruism organisations. Further legislation and
standard setting are to be shaped on a participative basis by the new European Data Innovation
Board®.

45 Art. 30 DGA.
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4 Data Act

4.1 Introduction

The Data Act*® (‘DA’) is an EU regulation that seeks to establish harmonised rules on fair access to

and use of data. DA regulates several distinct issues related to the data economy:

e Obligations to make available data (including metadata) related to loT products and
related services to the user of that product or related service (Chapter Il);

e General obligations data holders have to adhere to if obligated to make data available

under EU or national law (Chapter Ill);

e Unfair contractual terms related to data access and use between enterprises (Chapter 1V);

e Exceptional circumstances (case of “exceptional need”) in which data holders (legal
persons) can be obligated to make data available to public sector bodies (Chapter V);

e Obligations on providers of data processing services:

O

to take specific measures to enable customers to switch service providers or to
use several providers at the same time (Chapter VI),

to take measures to prevent unlawful international governmental access and
transfer of non-personal data (Chapter VII);

e Chapter VIl of the DA introduces a diverse range of provisions on interoperability, such

as:

establishing essential requirements regarding interoperability of data, of data
sharing mechanisms and services, as well as of common European data spaces.
These essential requirements should be complied with by participants of data
spaces. It provides a mechanism for the European Commission to adopt
specifications covering these essential requirements to the extent that there are
no harmonised standards available;

providing for requirements on open interoperability specifications and
harmonised standards for the interoperability of data processing services;
providing for essential requirements regarding smart contracts for executing data
sharing agreements, covering amongst other things requirements for safe
termination and access control.

4.2 Objectives

In essence, the purpose of the DA is to provide harmonisation at the EU level, to remove barriers to

achieve a well-functioning internal market for data. Its overall objectives in relation to data sharing

are to:

46 Regulation (EU) 2023/2854 on harmonised rules on fair access to and use of data (Data Act - ‘DA’) (2023) OJ L 2023/2854.
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=0J:L_202302854#d1e1868-1-1.
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e ensure fairness in the allocation of value from data among actors in the digital
environment;

e stimulate a competitive data market;

e open opportunities for data-driven innovation; and

e make data more accessible to all by removing barriers to sharing data.

The different topics covered by the DA each contribute, to some extent, to one or more of its general
objectives. The rules on unfair contractual terms, for instance, are intended to prevent the
exploitation of contractual imbalances that hinder fair access to and use of data. Allowing users to
access data generated through the use of a connected product or related service aims to establish a
fairer allocation of access rights to data recorded by such products or services. The users of these
products and services play a significant role in the creation of this data, which is considered an
important input for aftermarket, ancillary, and other services.

4.3 Recipients

The obligations of the DA target a diverse range of parties, with some sections targeting a very
distinct subset of actors in the digital economy:

e Manufacturers of connected products, suppliers of related services placed on the market
in the EU, and their users;

e Data holders that are required by Union law to make data available;

e Users of connected products, as well as third-party recipients of data as potential service
providers;

e Providers of data processing services, including cloud services offering to EU customers;

e Participants in data spaces;

e Vendors using smart contracts and/or persons whose trade, business, or profession
involves the deployment of smart contracts for others in the context of executing an
agreement or part of it*’.

Chapter IV has the potential to affect a large part of the actors in the digital market, as it potentially
applies to any "contractual term concerning access to and the use of data or liability and remedies
for the breach or the termination of data related obligations"*. The same applies to Chapter V,
which could potentially apply to any data holder, provided that they are a legal person.

4.4 Subject matter

The DA applies broadly to data in general, although it is primarily concerned with non-personal data.
However, each section may only apply to a specific subset of data. Specifically, data:

47 Art. 1(3) DA.
48 Art. 13 DA.
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e generated through the use of connected products or associated services, including the
metadata necessary to interpret and use that data, and data generated by an associated
virtual assistant;

e subject to an obligation to make available under other applicable Union law or national
legislation;

e processed by data processing services, such as cloud and edge services; and

e held by the private sector that is necessary to respond to a public emergency or to
perform a specific task in the public interest.

4.5 Short assessment

Many of the provisions of the DA are likely to affect transactions taking place in and services
provided within data spaces. The provisions on unlawful contractual terms and data processing
services will be fully applicable with regards to transactions and services within that data space in the
same way as they impact such transactions and services within the general digital economy.

The main impact will be from the provisions that target data space participants specifically. The
interoperability provisions (Chapter VIII Interoperability, Article 33) will require participants in data
spaces that offer data or data services to other participants to comply with several essential
requirements.

For SMEs, the DA aims to provide fair contractual terms. Therefore, it is also important for data
spaces and data space participants to assess the role that start-ups and SMEs play in the data space.
The DA facilitates access to data for these entities, while ensuring that the corresponding obligations
are scoped as proportionately as possible to avoid overreach. When data spaces draft rules
applicable to data sharing transactions, they may need to rebalance the bargaining power in favour
of SMEs and protect them from unfair contract terms imposed by companies in a stronger bargaining
position.

These essential requirements require, for example:

e A sufficient description of dataset contents, use restrictions, data collection methodology,
data quality, and uncertainty.

e Public availability of descriptions of data structures, data formats, vocabularies,
classification schemes, taxonomies and, where available, code lists.

e A sufficient description of the technical means to access the data, such as APIs, and their
terms of use and quality of service, to enable automatic access and transmission of data
between parties.

e Provision of the means, where applicable, to enable the interoperability of tools for
automating the execution of data sharing agreements, such as smart contracts.

Adhering to these essential requirements will likely mean conforming to specific harmonised
standards.
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5 Digital Services Act

5.1 Introduction

Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022
(‘Digital Services Act’ or ‘DSA’)* lays down horizontal, sector-agnostic rules on the provision of
intermediary services™ to recipients that have their place of establishment or are in the EUL. It does
so by updating and building upon the legal framework initially established by the eCommerce
Directive, introduced in 2000 A provider of intermediary services is, within the meaning of the DSA, a
provider of at least one of the three categories of information society services®?:

e a“mere conduit” service®,
e a “caching” service®,

e a“hosting” service®.

The DSA is characterised by a layered approach with different sets of rules applying to different
categories of providers of intermediary services. Alongside common provisions applicable to all
providers of intermediary services®®, some provisions apply only to providers of hosting services*” of
online platforms® and of very large online platforms and search engines®.

5.2 Objectives

The DSA does not impose specific and explicit obligations that apply to data sharing activities, either
by restricting such activities or subjecting them to conditions. The relevance of the DSA for data
sharing is rather indirect, as it regulates the activities of intermediary service providers, whose
services may be used as a means to enable data sharing. The regulation of data sharing per se is thus

43 Regulation (EU) 2022/2065 on a Single Market for Digital Services (Digital Services Act — ‘DSA’) (2022) OJ L 277/1.

50 Art. 1 DSA.

51 Art. 2 DSA.

52 According to Art. 3(a) DSA, an information society service is a “service” as defined in Art. 1(1), point (b), of Directive (EU)
2015/1535, i.e. "any service normally provided for remuneration, at a distance, by electronic means and at the individual
request of a recipient of services”.

53 According to Art. 3(g) DSA, a mere conduit services consists of “the transmission in a communication network of
information provided by a recipient of the service, or the provision of access to a communication network”.

54 According to Art. 3(g) DSA, a caching service consists of “the transmission in a communication network of information
provided by a recipient of the service, involving the automatic, intermediate and temporary storage of that information,
performed for the sole purpose of making more efficient the information's onward transmission to other recipients upon
their request”.

55 According to Art. 3(g) DSA, a hosting service consists of “the storage of information provided by, and at the request of, a
recipient of the service”.

56 Chapter I, Section 1 DSA.

57 Chapter IlI, Section 2 DSA.

58 Chapter lll, Sections 3 and 4 DSA.

59 Chapter lll, Section 5 DSA.
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not an explicit objective of the DSA, even though information sharing is mentioned as an example of
a hosting service®.

An additional aspect to consider is the potential of the DSA to act as a catalyst for the creation of two
purpose-specific data sharing ecosystems. First, Article 40 of the DSA obliges providers of very large
online platforms and search engines to share certain information with national digital services
coordinators, the European Commission and vetted researchers. Article 40 specifies the conditions
under which the sharing of information shall take place, including the safeguards for the protection
of personal data and trade secrets. Second, according to Article 85 of the DSA, the Commission shall
establish and maintain an information sharing system supporting communications between digital
services coordinators, the Commission and the Board.

5.3 Recipients

The DSA applies to providers of intermediary services, as described above. It affects both the
providers of intermediary services and the recipients of such services.

5.4 Subject matter

As concerns the provisions addressed to providers of intermediary services, the DSA does not
differentiate between the type of data shared in the context of the provision of these services.
Therefore, any type of data can be affected insofar as the related service falls under the scope of
application of the DSA.

60 Recital 29 DSA.
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With regards to the data sharing obligation in Article 40, it specifically requires the sharing of data
necessary to monitor and assess compliance with the DSA. The data access regime for vetted
researchers is an instructive blueprint for a framework and institutional setting for data sharing. It
aims to enable data access while protecting any commercial interest and fundamental right
implicated by the processing of the data, and it establishes a procedure for data access under the
supervision of a public body. The delegated regulation specifies the technical conditions and
procedures for vetted researchers’ access. According to this regulation, data access is mediated and
predominantly overseen by the relevant Digital Services Coordinator (DSC). It is the DSC that
determines the practical arrangements—covering technical, legal, and organisational safeguards—
governing access to data. In some cases, the DSC may also require that the data be accessed through
a secure processing environment. Although DSCs are neither “controllers” under the GDPR nor “data
holders” under the Trade Secrets Directive, they effectively shape the way data access occurs,
serving as gatekeepers responsible for safeguarding and balancing the multiple interests involved.

5.5 Short assessment

Insofar as mere conduit, caching, and hosting are performed as means to enable data sharing, the
DSA may apply to data sharing activities that qualify as “intermediary services”. This is an assessment
that must be carried out on a case-by-case basis, taking into account how data sharing is enabled in
practice.

Mere conduit, caching, and hosting are technical functionalities that are likely to play a role in data
sharing, and consequently in the operation of data spaces. However, it cannot be said that, in
principle, any provider of a service enabling data sharing is also an intermediary service, as there may
be a separate provider responsible for the mere conduit, caching, and hosting components that make
up the service.

The qualifications of mere conduit and caching are unlikely to be relevant for data spaces. Mere
conduit applies mainly to services like internet access or messaging, which typically lie outside of the
scope of data space management. Caching covers narrow technical functions like content delivery
networks, which also play little to no role in data spaces.

With regards to the hosting service, it must be noted that “hosting” is a potentially wide concept
encompassing any activity involving the storage of content provided by a recipient of the service. In
particular, the legal definition only refers to the storage of content and does not require that this
content be also displayed or provided to an audience®. Given this broad definition, any activity
entailing the storage of data at the request of a service recipient, even where such storage is ancillary
to the subsequent sharing of the data or to other processing activities, may qualify as the provision of
a hosting service. For instance, the CJEU concluded that the operator of a file-sharing platform is a
hosting service provider®?, irrespective of whether the storage component of the service is solely

61 O Batura, ‘Study on Redefining “Hosting” under Article 14 of the e-Commerce Directive’ (Ecorys Report, 2020), pp 14-15.
62 Case C-682/18 and C-683/18 Frank Peterson ECLI:EU:C:2021:503, para. 103—105.
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aimed at enabling file-sharing. Moreover, Recital 29 of the DSA states that examples of hosting
services include services enabling the sharing of information and content online, such as file storage
and sharing®. Due to the broad scope of its definition, hosting is likely to be the service of greatest
relevance in the context of data spaces. When a data space allows participants to store data that can
be discovered and accessed by other participants, there is an important hosting component in the
overall functioning of the data space.

Consequently, operators of platforms or other infrastructures that enable data sharing may qualify as
hosting service providers insofar as they store information at the request of service recipients. This is
likely to be the case, as the storage of information is necessary to enable data sharing. In the case of
data spaces, the challenge may be to identify the single entity that can be considered as the provider
of the hosting service, and to assess whether there is a provision of a service in the first place.

When a data sharing service qualifies as a hosting service, the provider may benefit from an
exemption from liability for the information stored, on condition that it meets the requirements set
out in Article 6 of the DSA. In particular, the provider:

e shall not have actual knowledge of illegal activity or illegal content and as regards claims
for damages, is not aware of facts or circumstances from which the illegal activity or illegal
content is apparent; or

e upon obtaining such knowledge or awareness, must act expeditiously to remove or to
disable access to the illegal content.

The evaluation of whether such conditions are satisfied requires a complex case-by-case assessment
that takes account of how the service is provided in practice. As clarified by the CJEU, the liability
exemption covers only cases in which the hosting activity is of a mere technical, automatic, and
passive nature, which means that the service provider has neither knowledge of, nor control over,
the information which is transmitted or stored®. Therefore, it must be assessed in practice whether
the service provider has an active or passive role in relation to the content to be shared. Should the
role be active, the provider would incur liability for the content of the data that it stored.

Irrespective of whether the provider of a hosting service meets the requirements in Article 6, the DSA
imposes a series of due diligence obligations to any provider of an intermediary service. These
obligations, laid down in Chapter Il of the DSA, relate to the designation of a single point of contact
and legal representative, terms and conditions and transparency reporting. Moreover, providers of
hosting services must put in place a notice and action mechanism for the notification of illegal
content, state reasons for any content moderation decision they adopt, and notify any potential
criminal offence that they become aware of.

63 Recital 29 DSA: “Examples of “hosting services” include categories of services such as cloud computing, web hosting, paid
referencing services or services enabling sharing information and content online, including file storage and sharing”.
64 Joined Cases C-236/08 to C-238/08 Google France and Google (2010) ECLI:EU:C:2010:159, para. 112-113.
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6 Copyright law

6.1 Introduction

EU copyright law is formed by 14 Directives and 2 Regulations at its core®. Other sources of EU
secondary law, such as the E-Commerce Directive (now largely superseded by the DSA), the DA
(particularly for the Sui Generis Database Right), or the Design Law Directive and Regulation, have a
direct impact on this legislative framework. The high number of Directives gives away the essential
domestic and territorial nature that EU copyright law still enjoys. In other words, whereas many
aspects of copyright are harmonised in the internal market, they are still largely a matter of the law
of the 27 Member States.

In addition, the case law of the Court of Justice of the European Union (‘CJEU’) has contributed
substantially to interpreting and, in certain areas, developing further the process of harmonisation
and unification of the EU copyright acquis. Within this complex framework, it is not always easy to
navigate the rules that relate to data spaces, particularly since, with limited but important
exceptions, the regulation of data spaces, which has been mainly achieved via the so-called Data and
Digital Legislation, is “without prejudice” to EU copyright law. This independence is more putative
than real, particularly in the field of data transactions, and the literature has already identified the
need for specific interfaces, or legal interlinks, between copyright and data and digital legislation®®.

6.2 Objectives

A first aspect that should be highlighted is of a terminological nature. In copyright parlance, we refer
to data usually in juxtaposition to works. On the one hand, we have works of authorship (and other
protected subject matter) that receive copyright (or related rights) protection due to the presence of
certain qualifying conditions. Usually, they are the author’s own intellectual creation expressed in an
objective and stable form for copyright. In the case of other protected subject matter, they are less
standardised but normally refer to the protection of the investment of an agent in relation to a
specific field, such as databases, sound recordings, the first fixation of films, broadcasts, and
performers’ performances.

Data as such are not protected by copyright. This stems from various fundamental copyright
concepts and doctrines such as the idea-fact-expression dichotomy, the merger doctrine and the very
same concept of originality: it is human ingenuity expressed in an original and stable form that
deserves protection. Investment, labour, and skill, even in large quantities are not protected by
copyright®’. In the case of other subject matter, the distinction is less evident, particularly in the case

65 European Commission, ‘The EU Copyright Legislation’ (Commission’s website, 7 July 2025). https://digital-
strategy.ec.europa.eu/en/policies/copyright-legislation accessed 3 June 2025.

66 T Margoni and A Strowel, ‘Contractual Freedom and Fairness in EU Data Sharing Agreements’ in J de Werra and | Calboli
(eds), Research Handbook on Intellectual Property Licensing (Edward Elgar 2024).
67 Case C-5/08 Infopaq International ECLI:EU:C:2009:465; Case C-604/10 Football Dataco ECLI:EU:C:2012:115.
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of the Sui Generis Database Right (‘'SGDR’). This related right refers to the prerogative of the maker
of a database to prevent acts of extraction or reutilisation of substantial parts of the content when a
substantial investment was made in the obtaining, verification or presentation — but not in the
creation - of the database. The reason for the important exclusion of investments in creation is to
preserve free and competitive markets. If a property right on data could be configured in the same
figurative venue where the data is sourced (i.e. in the creation of data), this would create a monopoly
on so-called single-source databases, which would lead to anti-competitive market dynamics®. In
this regard, it is interesting to note that the DA has specifically excluded the applicability of the SGDR
to loT data in order to reinforce the access and portability rights of loT data users®.

6.3 Recipients

As shown above, copyright does not protect data owners. It protects authors of artistic and literary
works and, in certain cases, of other related subject matter, the most relevant of which for present
purposes is the SGDR.

In practice, however, there are many instances where copyright may represent a barrier to data
sharing, or, seen from the other point of view, a protection from data grabbing. An exemplary case is
that of data scraping or other forms of data extractions from protected works and databases.
Whereas the factual and informational value contained in works is usually not protected (the idea or
the facts underpinning the work), their extraction often requires the execution of copies of various
nature (temporary, permanent, incidental, transient, etc). The execution of these copies is commonly
regulated by copyright™. Text and Data Mining (‘TDM’) and Al development are typical instances of
these processes’ .

This means that rights holders on the one hand and users of protected work on the other enjoy
various forms of rights, exemptions, and obligations in relation to the use of copyright and related
rights material. Typical examples are licences, both custom licences such as End User Licence
Agreements (‘EULA’), and public licences such as the Creative Commons Public License set (e.g. CC
BY, CC BY-SA, etc), as well as exceptions and limitations, including those for TDM (Articles 3 and 4
Directive on Copyright in the Digital Single Market”? (‘CDSM’), or for temporary acts of reproduction
(Article 5(1) CDSM).

68 C-203/02 The British Horseracing Board ECLI:EU:C:2004:695. For an overview, see PB Hugenholtz, ‘Against “Data

7"

Property”” in Ullrich and others (eds), Kritika: Essays on Intellectual Property (Edward Elgar 2018).

69 Margoni and others, ‘Data property, data governance and Common European Data Spaces’ (2023) 3/116 Computerrecht:
Tijdschrift voor Informatica, Telecommunicatie en Recht 202.

70T Margoni and M Kretschmer, ‘A Deeper Look into the EU Text and Data Mining Exceptions: Harmonisation, Data
Ownership, and the Future of Technology’ (2022) 71/8 GRUR International 685.

71 Margoni and others, ‘Copyright Law and the Lifecycle of Machine Learning Models’ (2024) 55 International Review of
Intellectual Property and Competition Law — ICC 110.

72 Directive (EU) 2019/790 on copyright and related rights in the Digital Single Market (‘DSM Directive’) (2019) OJ L130/92.
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6.4 Subject matter

As anticipated above, it would be incorrect to refer to data as a protected subject matter for
copyright. In fact, the EU acquis explicitly states that “mere facts or data” are not protected by
copyright” and therefore no authorisation is required under copyright law.

The SGDR has the ability to protect mere fact and data but only when they are collected in a
qualifying database (thus arguably not simple “raw data” even if a case-by-case assessment of what
“raw data” specifically means should be carried out), and where it can be shown a substantial
investment in the obtaining, verification or presentation. As said, loT data are always excluded on the
basis of Article 43 DA.

Regarding the case of Databases protected by copyright due to an original selection or arrangement
of content it should be clarified that what is protected in this instance — and therefore cannot be
copied — is the structure of the database, not its content which can be freely reused, absent other
forms of protection (e.g. copyright on the single item or the SGDR on the content).

6.5 Short assessment

Differently from other legislative sources, copyright law is not directly related to data spaces and in
fact largely predates them. There are only a few cases where legislation targeting data spaces more
directly (e.g. DDL) identifies specific “interfaces” such as the cited Article 43 DA. However, it would
be incorrect to consider copyright as unrelated to data spaces regulations and dynamics. On the
contrary, given the fact that many transactions within data spaces may have as an object “data” that,
from a copyright point of view, is not data but a protected subject matter (qualifying databases,
software, literary or audiovisual works), makes it even more pressing to establish the proper
regulatory framework. This will likely vary, at least in part, depending on the specific domain of a
data space. Open science, cultural heritage, or media may certainly be more familiar concepts in the
copyright realm than agriculture or finance. However, it is only after an assessment of the specific
subject matter transacted and of the nature of the transactions that the role of copyright will
emerge.

73 Recital 9 DSM Directive.
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7 Trade secrets law

7.1 Introduction

Trade secrets refer to undisclosed know-how and business information, and can cover a vast range of
information, including information that may qualify as “data”. The Trade Secrets Directive’* (‘TSD’)
harmonises the rules against the unlawful acquisition, disclosure, and use of trade secrets to enhance
competitiveness, innovation, and investments in the knowledge economy”. According to Article 2(1)
of the Directive, a trade secret must fulfil specific criteria to benefit from this classification: it must be
secret, have commercial value due to said secrecy, and have been subject to reasonable steps to
keep it confidential.

It is however noteworthy that the DA introduces data sharing obligations that intersect with the
trade secret protections provided by the TSD. The treatment of trade secrets within the DA
supplements existing legal structures for trade secret protection in the EU data economy, reflecting a
significant evolution in regulatory focus and ensuring comprehensive protection in the digital age,
and is relevant for data spaces. As such, data space participants must consider not only the TSD but
also the provisions of the DA.

7.2 Objectives

The TSD aims to encourage the creation and sharing of information and knowledge by safeguarding
those who invest in research against dishonest actions like spying and contract breaches. It provides
legal protection to trade secret holders, enabling them to share sensitive information while
preventing unlawful disclosure. Therefore, by protecting trade secrets from unlawful disclosure, the
Directive should facilitate the lawful sharing of those same trade secrets. The DA further aligns with
this objective by introducing data-sharing obligations centred on creating a fair market for data.

Recital 31 of the DA states that data holders cannot refuse a data access request solely because the
data is classified as a trade secret. However, users can only access this data if they agree to
confidentiality measures to protect the trade secret, particularly when sharing it with third parties’.
While this allows users to obtain the data, it also imposes an additional duty of care and liability on
them. Data holders retain the right to withhold or suspend data sharing if there is no agreement on
confidentiality measures, if users fail to implement them, or if the confidentiality of the trade secrets
is compromised’’. This creates a potential for data holders to use trade secret protection as a way to

74 Directive (EU) 2016/943 on the protection of undisclosed know-how and business information (trade secrets) against
their unlawful acquisition, use and disclosure (‘Trade Secrets Directive’) (2016) OJ L157/1.

75 European Commission, ‘Explanatory Memorandum to the Proposal for a Directive of the European Parliament and of the
Council on the protection of undisclosed know-how and business information (trade secrets) against their unlawful
acquisition, use and disclosure’ COM(2013) 813 final, p 7.

76 Arts. 4(6) and 5(9) Trade Secrets Directive.

77 Arts. 4(7) and 5(10) Trade Secrets Directive.
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circumvent data sharing requests, either by overclaiming trade secrets or by demanding excessively
strict confidentiality measures, making data sharing more difficult or costly for users.

7.3 Recipients

The impact of trade secrets protection, especially in light of the new provisions in the DA, will impact
data space participants who are data holders (manufacturers of loT products) as well as users of loT
products, which are within the scope of the Regulation. A data holder can withhold or suspend data
sharing if there is no agreement on confidentiality measures, if the user fails to implement them, or if
the user undermines trade secret confidentiality’®.

Articles 4(8) and 5(11) of the DA enhance the data holder's ability to block access. These provisions
allow a data holder to refuse access if they can demonstrate a high likelihood of serious economic
damage from disclosing trade secrets. The use of terms like "in exceptional circumstances" and
"despite the technical and organisational measures taken by the user" indicates an attempt to
balance access and reuse with trade secret protection. However, these provisions might be used to
unjustifiably block legitimate data sharing requests when the requested data is linked to claimed
trade secrets’®. Additionally, Article 5(9) specifies that trade secrets should only be disclosed to third
parties when strictly necessary to fulfil the agreed purpose between the user and the third party.

Furthermore, the DA introduces novel competent authorities who handle notifications of data
holders who refuse or suspend a data sharing request on the basis of trade secrecy, and the related
complaints by users and third parties®. Therefore, they appear to have decision-making power in
determining trade secrecy and are likely to play an important role in the governance of trade secrets
in the data economy, and thereby in data spaces.

7.4 Subject matter

The DA adopts a general definition of data, offering the same definition already adopted in the DGA
and Digital Markets Act. Data is defined as “any digital representation of acts, facts or information
and any compilation of such acts, facts or information, including in the form of sound, visual or
audiovisual recording”®!. Trade secrecy covers a vast range of information, including information that
may qualify as "data" within the DA, and therefore subject to the provisions therein.

Within the loT data sharing regime of the DA, a number of subcategories of data are identified,
namely: raw data, pre-processed data and metadata, and derived or inferred information®. The
latter is not considered within the scope of the loT data sharing regime. While “raw data” is unlikely

78 ibid.

72 UM Mylly, ‘Trade Secrets and the Data Act’ (2024) 55 International Review of Intellectual Property and Competition Law -
ICC 368.

80 Arts. 4(3), 4(9), 5(12) in conjunction with Art. 37(5) Data Act.

81 Art. 2(1) DGA; see also Art. 2(24) DMA and Art. 2(1) Data Act.

82 Recital 15 Data Act.
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to be a trade secret given the criteria already outlines above®, “pre-processed data” and metadata
may be considered trade secrets and therefore mark a point of overlap between the DA and TSD.

7.5 Short assessment

Trade secrets are important entitlements in data spaces, as data holders should assess to what
extent the data they have constitute a trade secret in order to adopt the best exploitation/sharing
strategies. Moreover, if it is the case, then they need to consider whether the trade secret also falls
within the scope of the DA. As demonstrated above, the novel regulatory interventions in the field of
trade secrets, as introduced in the DA, establish specific rules, procedures, and independent
authorities that play a central role in managing the relationship between data and trade secrets. As
such, data space participants must consider not only the TSD but also the provisions of the DA. The
provisions of the DA will shape the conditions under which data can be accessed and subsequently
shared within the data space, including the confidentiality measures that are required so as to share
with third parties. These confidentiality measures may include technical protection measures and will
likely feature in data spaces. The ambiguities inherently related to the identification of trade secrets,
may create uncertainty in the changing operating environment. The impact of the competent
authorities and their decisions remains to be seen but they could play an important role in providing
guidance on managing trade secrets in the data economy and therefore impact data spaces.

83 Josef Drexl|, ‘Data Access and Control in the Era of Connected Devices’ (BEUC Study, 2018), p 94, stating that “only part of
the data that a single connected device generates will be capable of being considered a trade secret. In particular, where
the data produced by a connected device is very limited and no particular secrecy interest exist, neither on the part of the
manufacturer nor of the customer, such as in the case of a smart meter measuring the consumption of energy, such data
will most likely not be protected as a trade secret”.
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8 elDAS/European Digital Identity

8.1 Introduction

The Regulation on electronic identification and trust services - known as elDAS®* and recently
amended by the so-called elDAS 2.0% - has two pillars:

e Electronic identification - based on the mutual recognition of national electronic identification
means to allow natural and legal persons to access online services of other Member States®®.

e Trust services - a wide range of electronic services aimed at facilitating and securing electronic
transactions, by providing, for instance, electronic signatures, seals, timestamps, registered
delivery services, electronic archiving of data and documents and electronic ledgers?’. A trust
service can be qualified or non-qualified, with important differences in terms of legal effects,
depending on the qualified status of the provider and on the satisfaction of the requirements
posed by the same Regulation®:,.

The overarching objective of the elDAS is to enhance trust in electronic transactions in the internal
market by providing common frameworks for secure electronic interactions®. However, the first eIDAS
Regulation proved limited in efficacy because of the voluntary nature of the mutual recognition
mechanism for electronic identification and its limited scope to public services®. The recent
amendment by elDAS 2.0 intervened to improve access to trusted digital identities, by establishing the
European digital identity wallets (‘EUDI wallets’) and introduced four new trust services™,

The main novelty is the EUDI wallet, which besides being an electronic identification means, will
allow®? natural and legal persons residing in Europe to share other information and documents

84 Regulation (EU) 910/2014 on electronic identification and trust services for electronic transactions in the internal market
(‘elDAS’) (2014) OJ L 257/73.

85 Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024 amending Regulation (EU) No
910/2014 as regards establishing the European Digital Identity Framework (‘eIDAS 2.0’) (2024) OJ L 1183/1.

86 Recitals 9, 12; Arts. 1, 6 and ff. eIDAS; Art. 1 elDAS 2.0.

87 Arts. 1 and 3(16) elDAS as amended by elDAS 2.0.

88 Consider e.g. Arts 3(12) and 25 elDAS for electronic signatures.

89 Recital 2 elDAS.

%0 European Commission, ‘Impact Assessment Report Accompanying the Document Proposal for a Regulation of the
European Parliament and of the Council Amending Regulation (EU) No 910/2014 as Regards Establishing a Framework for a
European Digital Identity SWD(2021) 124 final, Part 1, pp 31 and ff.

1 Arts. 3(16) and 5a elDAS 2.0. The new trust services are electronic attestations of attributes, electronic ledgers,
electronic archiving, and electronic signature and seal creation devices.

92 No later than November 2026, each Member State must provide at least one EUDI wallet; see Arts. 5a(1)(23), 5¢(6) elDAS
2.0.
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(defined as “electronic attestation of attributes”) — such as professional qualifications, titles and
licenses — and to sign, using qualified electronic signatures and seals®.

8.2 Objectives

The elDAS 2.0 reinforces and extends the objectives of the eIDAS, with a view to enable and facilitate
the exercise by natural and legal persons of the right to participate safely in digital society and to
access online public and private services throughout the Union®*. The two pillars of electronic
identification and trust services will be more closely related with the implementation of the elDAS
2.0, as the EUDI wallet will provide functionalities related to both (for instance, it will allow online
identification, but also to use electronic signatures).

Both pillars play a key role in the establishment and functioning of data spaces, by ensuring reliable
electronic identification and authentication®® of the participants and trustworthy personal and non-
personal data sharing.

8.3 Recipients

The elDAS Regulations are primarily targeted at the users of the electronic identification means and
trust services, which are both natural and legal persons®®.

As for the first pillar on electronic identification, the amended elDAS also targets:

e Member States, which must issue at least one EUDI wallet and are obliged to recognise the
EUDI wallets issued by other Member States, for access to online services provided by public
sector bodies”’.

e Online private services, for which the proof of identity is required by law or by contract (e.g.
banking and financial services, healthcare), which must accept EUDI wallets issued by other
Member States®.

e Very large online platforms (VLOPs), as referred to in Article 33 of Regulation (EU) 2022/2065
(DSA), which have to accept and facilitate the cross-border use of the EUDI wallet for the
purpose of users’ authentication®.

93 Art. 5a eIDAS 2.0.

94 Art. 1 eIDAS 2.0.

95 “Electronic identification” is “the process of using person identification data in electronic form uniquely representing
either a natural or legal person, or a natural person representing another natural person or a legal person”; while
“authentication” means “an electronic process that enables the confirmation of the electronic identification of a natural or
legal person or the confirmation of the origin and integrity of data in electronic form”, cf. Art. 3(1)(5) elDAS 2.0.

9% Art. 3(5a) elDAS 2.0.

97 Arts. 5a(1) and 5f(1) elDAS 2.0.

98 Art. 5f(2) elDAS 2.0.

99 Art. 5f(3) elDAS.
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It is relevant to consider that the EUDI wallet can be issued not only by Member States, but also by
100

private parties, by mandate of the Member State, or independently®.

As for the second pillar on trust services, the elDAS targets the trust service providers, which are any
natural or legal person who provides one or more trust services, either qualified or non-qualified®?.
Qualified trust service providers have a qualified status granted by national supervisory bodies'®2.

8.4 Subject matter

Because of its functionalities, it is evident that the elDAS Regulations apply to personal data, as
defined by Article 4(1) GDPR3, The personal data covered by the amended text elDAS is “person
identification data”, which is “a set of data that enables the establishment of the identity of a natural
or legal person, or of a natural person representing another natural person or a legal person”?%, The
elDAS 2.0 covers also other personal data, for instance, stored or related to the use of the EUDI
wallet in connection with the electronic attestation of attributes, such as family composition and
educational qualifications.

In addition, the elDAS Regulations apply to non-personal data when the holder of the EUDI wallet is a
legal person or in the case of trust services that can be used in relation to non-personal data.
Examples include electronic time stamps, which provide evidence of the existence of specific data at

105 106

a particular time'®, and electronic ledgers, which consist of a sequence of electronic data records

8.5 Short assessment

The elDAS Regulations apply in the context of data spaces. Specifically: Reliable electronic
identification and authentication a fundamental building blocks for data spaces, allowing each
participant to easily and securely access the data space and to know the identity of the other
participants. In this regard, the forthcoming EUDI wallet stands as a promising digital identity
solution in terms, for instance, of interoperability, functionalities, and users' control over their data.
However, the EUDI wallet is one of the possible electronic identification solutions (i.e., electronic
identification means) provided by Member States and will complement or possibly be built upon the
current solutions®’,

100 Art, 5a(2) elDAS 2.0

101 Art. 3(19) elDAS.

102 Art, 3(20) elDAS. See also, Art. 19a ff. eIDAS 2.0.

103 Art. 3(54) elDAS.

104 Art. 3(3) elDAS.

105 Art. 3(33) elDAS.

106 Art. 3(52) elDAS 2.0.

107 |n fact, eIDAS 2.0 combines the system of mutual recognition of electronic identification means issued by each Member
State with the mandatory establishment of the EUDI wallet, as a new interoperable electronic identification means; see
Arts. 5a, 7-9 elDAS 2.0.
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As for the EUDI wallet, it is important to bear in mind that its use must remain voluntary for the user
and that the decision not to use the wallet must not restrict or disadvantage access to services, the

labour market, and the freedom to conduct business!®®

. On the other hand, data spaces that fall
under the category of private services for which the proof of identity is required by law or by
contract, are obliged to accept the use of the EUDI wallet to access their services'®. This implies that
access to data spaces cannot be implemented exclusively with the EUDI wallet, but that the EUDI

wallet will be one of the means that data spaces can or must use to authenticate their participants.

Trust services have enormous potential to make the transactions within the data spaces more
trustworthy, for instance, ensuring the integrity and the origin of the data shared, via qualified

electronic signatures and seals!*°

or their authenticity via a qualified electronic attestation of
attributes!?. In addition, the forthcoming electronic attestation of attributes is intended to enable
the selective disclosure of data, potentially empowering each data space participant to share only
the information strictly necessary for a specific purpose*2. Finally, a relevant role can be played by
the newly introduced trust service of electronic ledgers!'® that may enable the implementation of
smart contracts for exchanging data in data spaces!'®. This service helps ensure the integrity of data

records and the accuracy of their chronological ordering®.

108 Art, 5a3(15) elDAS 2.0.

109 Art. 5f (2) elDAS 2.0.

110 Arts. 3(12), 3(27), 25,35 elDAS.

111 Arts. 3(45), 45d elDAS 2.0.

112 Recital 59, Art. 5a(4)(a) elDAS 2.0.

113 Arts. 3(52), 3(53), 45k, 451 elDAS 2.0.

114 See Art. 33(1)(d) Data Act; referring to to smart contracts as a means to enable interoperability for the automatic
execution of data sharing agreements in data spaces.

115 |n this sense, it is useful to read the definition of electronic ledger in Art. 3(52) elDAS 2.0, together with the definition of
smart contract in Art. 2(39) Data Act.
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9 Artificial Intelligence Act

9.1 Introduction

The Artificial Intelligence Act (‘Al Act’)!!® constitutes an ambitious attempt to develop a common
legal framework regulating the development, placing on the market, putting into service, and use of
artificial intelligence systems!’. It regulates Al systems according to the level of risk that they pose,
ensuring that European values are reflected, and that an ecosystem of trust is built around the
adoption of Al. Under Chapter V, the Al Act also introduces rules imposing obligations on providers of

general-purpose Al models'*®

119

, a notion that includes generative Al aimed at promoting

120

transparency'” and reducing systemic risks posed by some Al models'*.

In promoting Al-driven innovation, the Regulation aligns with the general EU strategy for data'?,

establishing “trusted mechanisms and services for the re-use, sharing and pooling of data ... essential

for the development of data-driven Al models of high quality'??”.

9.2 Objectives

The promotion of human-centric and trustworthy Al as well as the protection of health, safety, and

13 inherently depends and counts on Al systems having access to high-quality

fundamental rights
data®?*. The Al Act explicitly recognises data spaces as instrumental in providing “trustful,
accountable, and non-discriminatory access to high-quality data for the training, validation, and
testing of Al systems”!?>, As is clear from this passage, data spaces are strategic assets for the
implementation of appropriate data governance and management practices at different phases of

development.

In addition, data spaces are not only a source of data but may also have a seminal role in supporting
documentary practices and information sharing among different actors in the Al value chain (i.e.
providers, deployers), even if where an Al system isn’t obliged to comply with Article 10.

116 Regulation (EU) 2024/1689 laying down harmonised rules on artificial intelligence (Artificial Intelligence Act - ‘Al Act’)
(2024) OJ L 1689/1.

117 Recital 1 Al Act.

118 For a distinction between Al systems and models, see recital 97 Al Act.

119 Art. 53 Al Act.

120 Art. 55 Al Act.

121 European Commission, ‘A European Strategy for Data’ (Communication, 2020) COM(2020) 66 final.

122 Eyropean Commission, ‘Explanatory Memorandum to Proposal for a Regulation laying down harmonised rules on
Artificial Intelligence (Artificial Intelligence Act)’ COM(2021) 206 final, p 5.

123 Recital 1 Al Act.

124 Recital 67 Al Act.

125 Recital 68 Al Act.
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9.3 Recipients

The Al Act introduces rules for the placing on the market, the putting into service, and the use of Al
systems and general-purpose Al models'?®, High-risk Al systems are subject to safety requirements!?’,
which translate into obligations placed on multiple actors along the Al value chain. Al systems not
classified as high-risk are not required to comply with safety requirements but should still adhere to
the transparency requirement'?. It must be noted that the Al Act is a legislative instrument that
displays some contextual fluidity. For example, in certain conditions a general-purpose Al model
could be classified as a general-purpose Al model with systemic risk, implying more stringent
obligations'?°.

The provisions of Al Act concerns inter alia the conduct of 1) providers'®, 2) deployers?, and 3)
other parties subject to obligations3%:

1) Providers are natural or legal persons or any other public body that “develops an Al system or
a general-purpose Al model or that has an Al system or a general-purpose Al model
developed and places it on the market or puts the Al system into service under its own name
or trademark, whether for payment or free of charge3®”. Providers are to assume

|134

responsibility for the “making available” of the Al system or model®* — namely, supplying an

Al system or general-purpose model for distribution or use, in the context of a commercial

135 and might need to comply with safety requirements if the Al system is classified as

activity
high-risk. The manufacturer of a product can be the provider of a high-risk Al system if the
system is on the market with the manufacturer’s name or trademark®3®. The provider still

holds most of the obligations even when the system is not classified as high-risk.

2) Deployers are the natural or legal persons or any other public body “using an Al system under
its authority” in the course of a professional activity’®’. The Al Act introduces a specific
regime of obligations for deployers of high-risk Al systems in Article 26!, These obligations
could be seen as an extension of the obligations of providers in that the deployment of the

126 Arts. 1(2)(a), (c), and (e) Al Act.

127 Arts. 9- 15 Al Act.

128 Art. 50 Al Act.

129 Art. 51 Al Act.

130 Arts. 2(1)(a) and (c) Al Act.

131 jbid.

132 This is a residual category including importers, distributors, product manufacturers, and suppliers. See generally Al Act,
Art. 2(1) on the scope of application; in particular for suppliers, Art. 25.
133 Art. 3(3) Al Act.

134 Arts. 3(3) and 3(10) Al Act.

135 Art. 3(10) Al Act.

136 Art. 25(3) Al Act.

137 Art. 3(4) Al Act.

138 Art. 26 Al Act.
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system would have to follow the instructions of the provider*®. However, if a deployer
further develops, retrains, or amends the system and circulates it under its own name or
trademark, this will qualify the deployer as the provider of that system!?;

3) Other parties subject to obligations under the Al Act. This residual category includes
importers'®!, distributors'*?, and suppliers.

Both importers and distributors are subject to specific obligations where a high-risk Al system is
concerned to the extent that they play a supervisory role in cases where there are reasonable
grounds to believe that the high-risk Al system is non-compliant with the requirements for high-risk
Al systems under Section 23, For present purposes, it should be noted that importers and
distributors will have to keep documentation for a period of 10 years and make it available to
competent authorities in case the conformity of the high-risk Al system is in dispute®. n

The term suppliers refer to third parties that supply “an Al system, tools, services, components, or
processes that are used or integrated in a high-risk system”%, Suppliers are obliged to specify in
written agreement all the relevant information necessary to enable providers of high-risk Al systems
to comply with the Regulation (e.g. capabilities)!*®. This obligation recognises the important role that
these parties play in the value chain and the need for cooperation in information sharing¥.

Data space participants (e.g. to the extent that they provide data for training Al) would be considered
—as a minimum — third parties for the purposes of the Al Regulation. To the extent that they take up
the role of providers or deployers — for example, because they make available an Al model on the
market or when the use of an Al system is integrated into a data space- their obligations would shift
accordingly.

139 These obligations mostly consist of monitoring the operations of the high-risk Al systems “on the basis of the
instructions of use” accompanying the Al system (Art. 26(5) Al Act), record-keeping (Art. 26(6) Al Act), and integrating data
protection impact assessments with information provided by providers of high-risk Al systems (Art. 26(9) Al Act).
140 Art. 25(1) Al Act.

141 Art. 23 Al Act.

142 Art. 24 Al Act.

143 Arts. 23 and 24 Al Act.

144 Art. 23(6) and 24(6) Al Act.

145 Art. 25(4) Al Act.

146 jbid.

147 Recitals 88 and 89 Al Act.
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9.4 Subject matter

The Al Act does not define what data means; it covers a wide typology of data. In Article 3, it defines

148 150 input data®®!, and

new categories of data: training data’*®, validation data'*, testing data
biometric data 1°2. These categories of data become relevant in the context of safety requirements
concerning high-risk Al systems. Article 10 of the Al Act governs one of these safety requirements for
high-risk Al systems and places emphasis on the quality of training, validation, and testing data, and
mandates the adoption of management practices appropriate for the intended purpose of the high-

risk Al system (see below under 9.5. Short assessment)*°3,

9.5 Short assessment

A foreseeable role for data spaces would be the aggregation of data for the development of high-risk
Al systems and models, covering training (including fine-tuning), testing, and validation of these
models®™. Another foreseeable use case for data spaces may be the facilitating of record- and
document-keeping, information-sharing, and generally supporting compliance with the obligations of
the data space.

1) Data spaces to promote the use of high-quality training, testing and validation data: As
mentioned, the Al Act envisages data spaces as offering an instrumental role in facilitating
the sharing of data and providing trustful, accountable and non-discriminatory access to
high-quality data®®.

Access to curated sets of data rich in metadata and properly labelled will also be crucial for

the training and fine-tuning of general-purpose Al models, in particular generative Al. This

would also facilitate the task of the providers of these models when training Al models on
copyright-protected content. A possible development may be the arising of pre-cleared
datasets that can be used for training, thus enabling the creation of new markets for
licensing datasets for Al training and facilitating compliance with Article 53(1)(c) Al Act. This
provision, requiring providers of Al models to make publicly available a sufficiently detailed
summary of the content used for training, could also be complied with by referring to

identifiable datasets collected in data spaces.

2) Data spaces to facilitate information sharing and regulatory compliance: The Al Act creates
several information obligations between parties to the Al value chain and to public

148 Art. 3(29) Al Act.

149 Art. 3(30) Al Act.

150 Art. 3(32) Al Act.

151 Art. 3(33) Al Act.

152 Art. 3(34) Al Act.

153 Art. 10 Al Act.

154 Training, validation, and testing datasets are not only defined in the Al Act but are also subject to the quality criteria
provided in Art. 10 Al Act.

155 Recital 68 Al Act.
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authorities competent for the implementation and supervision of the Al Act. In the context of
high-risk Al systems, the Al Act promises to open up information on how these systems “have
been developed and how they perform throughout their lifecycle”, an essential precondition
for “verifying compliance” with the Regulation®®®. Providers of high-risk Al systems will for
example be required to draw up and keep the technical documentation available and up to
date (Article 11), technically enable the automatic recording of events over the lifetime of
the system (Article 12), as well as to provide information to deployers on the characteristics,
capabilities and limitations of performance of the systems (Article 13). Similar obligations
also apply to other parties of the Al value chain (e.g. suppliers in Article 25(4)).

Extensive information-sharing obligations are also imposed on providers of general-purpose
Al models (GPAI models) in Article 53. Article 53(1)b imposes an obligation to draw up, keep,
and provide technical documentation of the model to competent authorities and aims to
support the assessment of compliance with the regulation. The minimum documentation to
be shared is set out in Annex Xl and includes a description of the training and testing process,
as well as the results of its evaluation. On the other hand, Article 53(1)(b) regulates the
sharing of information between providers of GPAI models and providers of Al systems who
intend to integrate the general-purpose Al model into their Al systems. The purpose of this
information is to enable the integration of Al models into these systems and to provide
providers of Al systems “with a good understanding of the capabilities and limitations of the
GPAI model” to better comply with the obligations of the Al Act'. A minimum set of
elements is listed in Annex XII*%. In light of the generality of GPAI models and the multiple
potential applications®®®, data spaces may develop use cases to increase scalability and
reduce frictions and costs in sharing information along the Al value chain.

156 Recital 71 Al Act.
157 Art. 53(1)(b)(i) Al Act.
158 Art. 53(1)(b)(ii) Al Act.
159 Recital 97 Al Act.
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10 Competition law

Editorial note: The following contribution does not follow the common structure of the other legal
summaries. The divergence is however justified by the nature of the legislation: competition law
constitutes a complex system of rules — both legislative (EU treaty provisions) as well as non-
legislative (Commission’s Communications) - and practices aimed at avoiding distortion of
competition;*° Its application is highly context-dependent and cannot easily be moulded into general
statements. The text therefore slightly adapts the general subheadings to avoid artificial
categorizations and prevent any misleading impressions regarding the content of the sections.

10.1 Introduction

Competition law consists of rules that are intended to protect the process of competition to
maximise consumer welfare. The CJEU has emphasised in its case law that competition law protects
not only the interests of competitors or consumers, but also the market structure, or competition as
such. Competition law is principally regulated by the Treaty on the Functioning of the EU (‘TFEU’),
namely Articles 101 and 102. Article 101 TFEU regulates restrictive practices, while Article 102 TFEU
deals with abusive conduct.

10.2 Objectives in relation to data spaces

Data spaces are predicated on bilateral or multilateral (voluntary) data sharing between different
actors as companies and individuals. Such data sharing, however, may raise competition law
concerns. Consequently, data space participants must ensure that any data sharing agreements they
enter into, do not infringe Article 101 TFEU. Companies participating in data spaces should also take
into consideration the recently enacted Digital Markets Act (‘DMA’)!¢, targeting companies with a
“gatekeeper” function.

Article 102 TFEU concerning abusive conduct can also be relevant to data sharing practices'®?, but
extends beyond the scope of this paper.

10.3 Parties targeted or affected

Article 101 TFEU is relevant to any data space party (data provider, data consumer or data sharing
platform itself). It provides that “all agreements between undertakings, decisions by associations of

160 See Consolidated version of the Treaty on European Union - Protocol (No 27) on the internal market and competition
(2008) 0J 115/209.

161 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on contestable and fair
markets in the digital sector and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act) [2022] O)J
L265/1.

162 Crémer and others, ‘Competition Policy for the Digital Era’ (European Commission Final Report, 2019), p 9, section 'Data
access under Article 102 TFEU'.
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undertakings and concerted practices which may affect trade between Member States and which
have as their object or effect the prevention, restriction or distortion of competition within the
internal market shall be prohibited as incompatible with the internal market”, listing particular
agreements that fall within its scope such as price-fixing and market sharing.

The DMA targets dominant platforms acting as “regulators” (i.e. setting the rules in such a way that
they restrict free and undistorted competition), such as through self-preferencing - giving
preferential treatment to their own products or services when they are in competition with products
and services provided by other entities using the platform (e.g. Amazon favouring its own products
rather than the ones of its business users selling on the platform)!%3. The DMA thus seeks to address
power asymmetries between (mostly the large) platforms, their business users and end-users
(consumers), as well as issues around general market structure, to ensure markets remain "fair and
contestable".

10.4 Anti-competitive information exchange under Article 101
TFEU

Data-sharing occurring in the context of data spaces may fall foul of Article 101 TFEU if it qualifies as
an anticompetitive information exchange. That would be the case when market players that are
(actual or potential) competitors share competitively or commercially sensitive information and this
action enables them to become aware of each other’s market strategies. Consequently, this
influences their economic conduct on the market that should be determined independently. The
gravity of the infringement (i.e. whether it will be deemed anticompetitive or not) will depend on
several factors, such as the nature of the information exchanged as well as the legal and economic
context.

Information is defined in competition law as (i) raw data; (ii) pre-processed data, that has already
been prepared and validated; (iii) data that has been manipulated to produce meaningful
information of any form, as well as (iv) any other type of information, including non-digital
information?®4,

According to the Guidelines on the applicability of Article 101 TFEU to horizontal co-operation

185 information exchange can take various forms. Data can be directly shared between

agreements
competitors, indirectly through a common agency (e.g. a trade association), or a third party such as a
market research organisation or the companies’ suppliers or retailers'®® (hub and spoke” or “ABC”

collusion). Particularly relevant for data spaces is indirect information exchange, given the

163 jbid.

164 Commission, ‘Guidelines on the applicability of Article 101 of the Treaty on the Functioning of the European Union to
horizontal co-operation agreements’ (‘Revised Horizontal Cooperation Guidelines’) (Communication, 2023) SWD(2023) 168
final, para. 367.

165 |bid., p 1-125.

166 ibid. para. 368, para. 401 ff.
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Commission's focus on intermediaries to facilitate data sharing. Information exchange is also possible

|167

online through a platform or online tool**” when coordination takes place via a third party not via

human coordination but rather through automated means*®®.

Beyond the form of the exchange, the transactions can also take place in different contexts. For
example:

e As part of another type of horizontal co-operation agreement (for example, the parties to
a production agreement share certain information on costs). The assessment of the latter
type of information exchanges is carried out in the context of the assessment of the
horizontal co-operation agreement itself, i.e., whether it goes beyond or not what is
necessary to implement the co-operation agreement®,

e As part of regulatory initiatives, companies are encouraged by law or by public authorities
to share information with other companies'’®.

Information exchange can only be addressed under Article 101 if it establishes or is part of an
agreement, a concerted practice, or a decision by an association of undertakings!’®. Once it has been
established that there is an agreement, concerted practice, or decision by an association of
undertakings, it is necessary to consider the main competition concerns of information exchanges:

. Collusion - the exchange of strategic information can facilitate coordination (that is to say,
alignment) of companies’ competitive behaviour and result in restrictive effects on
competition'’2,

. Anticompetitive foreclosure - this can occur when the exchange of commercially sensitive
information places unaffiliated competitors at a significant competitive disadvantage
when compared to the companies affiliated within the exchange system?’3. For example,
when data shared is of strategic importance, covers a large market share, and competitors’
access to the data, however, is prevented’4.

175

A recent opinion by Advocate General Rantos in Banco BPN v BIC Portugués and Others'’””> suggests,

however, that information exchanges can also be anticompetitive, even if they are standalone

167 Case C-74/14 Eturas UAB and Others v Lietuvos Respublikos konkurencijos taryba ECLI:EU:C:2016:42.

168See C-74/14 Eturas.

169 C-74/14 Eturas para. 369.
170 C-74/14 Eturas para. 372.
171 C-74/14 Eturas para. 375.

172 C-74/14 Eturas para. 377-380.

173 C-74/14 Eturas para. 381-383.

174 C-74/14 Eturas para 382.

175 Case C-298/22 Banco BPN v BIC Portugués and Others ECLI:EU:C:2023:738.
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exchanges. In fact, they can be deemed anticompetitive and are known as “by object” restrictions!’®:
“where it is apparent from an analysis of its content, its objectives and the legal and economic
context in which it occurs that that exchange presents a sufficient degree of harm to competition”*"”.
As a rule of thumb, information exchange is more likely to be considered anticompetitive when it
concerns commercially sensitive data (particularly current and future) that reduces the uncertainty of
the competitive process'’®. Such information can include prices, customer lists, production costs,
guantities, turnovers, market shares, or generally any information that a firm would not normally
reveal to a competitor'’®. However, this concerns mostly sectors that rely on traditional price
competition and may not accurately reflect data-intensive (digital) sectors, where other types of
information may equally be considered commercially sensitive.

Exchanges of genuinely aggregated data where the recognition of individualised company-level
information is sufficiently difficult, are much less likely to lead to restrictive effects on competition
than exchanges of company-level data'®. Similarly, the exchange of historic data is unlikely to lead to
a collusive outcome as it is improbable to be indicative of the competitors’ future conduct or to
provide a common understanding on the market. What data constitutes “historic” will have to be
determined on a case-by-case basis'®!. Exchanges of genuinely public information are also unlikely to
constitute an infringement of Article 101 TFEU. Genuinely public information is information that is
generally equally accessible (in terms of costs of access) to all competitors and customers?®2,

Regarding data exchange, the Guidelines do recognise that data sharing may generate efficiency
gains'®, In that case, if the efficiencies outweigh the anticompetitive nature of the agreement, they
will be deemed compatible with the internal market. Furthermore, data sharing with genuine pro-
competitive effects (such as improved efficiency, customer service, and new products, services or
technologies) generally will not be considered a restriction of competition “by object”. Data pooling,
i.e. a data-sharing system between companies “which involves an element of reciprocity, whereby at
least some companies contribute data”*®4, may be considered pro-competitive. &

176 These are considered as particularly harmful and severe restrictions, which are likely to restrict competition and harm
consumers, or are not indispensable to the attainment of efficiency-enhancing effects.

177 Opinion of Advocate General Rantos in Case C-298/22 Banco BPN/BIC Portugués SA and Others v Autoridade da
Concorréncia ECLI:EU:C:2023:738, para. 64.

178 Revised Horizontal Cooperation Guidelines, para. 384.

179 ibid. para. 385.

180 jbid. para. 391.

181 jbid. para. 393.

182 jbid. para. 388.

183 |bid. para. 373.

184 Commission, ‘Antitrust: Commission opens investigation into Insurance Ireland data pooling system’ (Press Release, 14
May 2019). https://ec.europa.eu/commission/presscorner/api/files/document/print/en/ip 19 2509/IP_19 2509 EN.pdf.
185 Crémer n 162; OECD, ‘Roundtable on Information Exchange between Competitors under Competition Law — Note by the
Delegation of the European Union’ DAF/COMP/WD(2010)118.
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10.5 The DMA on data sharing

The DMA’s primary goal is not to regulate data and data sharing. Conversely, it imposes certain
prohibitions and obligations on “gatekeepers”, i.e. companies with considerable economic power
that provide certain “core platform services” which act as an important gateway for business users to
reach end users and who enjoy an entrenched and durable position® to ensure a fairer and more
competitive digital market, On this, the DMA does indirectly promote data sharing as it seeks to
contest the “data monopoly” of these gatekeepers'®’ by providing, upon request, data access and
data portability rights. For example, Article 6(8) obliges gatekeepers to provide to advertisers and
publishers (or their representatives) access to the gatekeeper’s performance measuring tools and all
the data necessary to carry out their own independent verification of the advertisement inventory.

The DMA also grants both their business and end users with the right to effective portability of
volunteered and observed data® (for business users, this includes data of their end users) as well as
continuous and real-time access to such data®®. Gatekeepers must ensure that the data are in an
accessible and directly usable format and that such data can be freely ported continuously and in
real-time. Gatekeepers also need to provide other online search engines with fair, reasonable and
non-discriminatory (FRAND) access to ranking, query, click and view data generated by end users on
its online search engines®™. The aim is that these actions will facilitate switching, provide more
choice for users and facilitate innovation. The impact of these provisions on promoting data sharing
is to be seen in the coming years.

10.6 Short assessment

Article 101 TFEU compliance should be included in all collaborations underpinning data spaces. Data
sharing practices must be individually evaluated considering all the different aspects of the
transaction (data shared, parties involved, data sharing arrangements). Compliance with the DMA
must also be guaranteed, to the extent that gatekeepers are part of a given data space.

186 Art. 3(1) DMA.

187 Recitals 3, 32, 36, 59, 60 DMA.

188 The DMA uses the text “data provided for (by the user)” or “generated in the context/through its activity” with the
platform.

189 Recitals 59 and 60, Arts. 6(9), (10) DMA .

190 Recital 61, Art. 6(11) DMA.
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11 European Health Data Space Regulation

11.1 Introduction

The European Health Data Space Regulation (‘EHDSR’)**! establishes regulatory-based common
European data spaces announced by the “European strategy for data”°2. It aims to “improve natural
persons” access to and control over their personal electronic health data in the context of healthcare
and relevant social, administrative or reimbursement services” (primary use)'*® and “better achieve
other purposes involving the use of health data in the healthcare and care sector that would benefit
society” (secondary use)®®. It also lays down rules for placing on the market, making available on the
market or putting into service of electronic health records systems (‘EHR systems’) in the Union*®®,

In case of secondary use of data, the EHDSR will not hinder contractual and administrative
arrangements in place between private or public entities'®®. Therefore, it does not replace existing
mechanisms, but merely introduces an additional, uniform way of obtaining health data (but with an
obligation imposed on health data holders to make their data available).

Due to its relevance for and the intended interoperability with other common European data spaces
(Article 75(11) EHDSR), the analysis below will primarily focus on the provisions establishing the
framework for the secondary use of electronic health data.

11.2 Objectives

The EHDSR emphasises the need to ensure interoperability between HealthData@EU (cross-border
infrastructure for multi-country secondary use)'®” and other relevant common European data spaces,
as outlined in the DGA and DA, with the European Commission set to adopt implementing acts
defining common specifications for interoperability and architecture, particularly for data spaces
affecting health (e.g. agricultural, environmental)'®®, It also establishes steering groups of Member

191 Regulation (EU) 2025/327 on the European Health Data Space (‘EHDS’) (2024) OJ L 2025/327.

192 Commission, ‘A European Strategy for Data’ (Communication) COM (2020) 66 final.

193 ‘Primary use’ means the ‘processing of electronic health data for the provision of healthcare, in order to assess, maintain
or restore the state of health of the natural person to whom those data relate, including the prescription, dispensation and
provision of medicinal products and medical devices, as well as for relevant social, administrative or reimbursement
services’ Art. 2(2)(d)) EHDS.

194‘Secondary use’ means the ‘processing of electronic health data for other than the initial purposes for which they were
collected or produced, such as public health surveillance, educational purposes, scientific research, or improvement of
delivery of care’ (Art. 2(2)(e) EHDS). The purposes for which electronic health data can be processed for secondary use are
set out in Art. 53 EHDS.

195 Ch IIl EHDS.

196 Recital 52 EHDS.

197 Recital 80 EHDS.

198 jbid.
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State representatives tasked with ensuring interoperability across infrastructures, digital systems,
and data spaces.

11.3 Recipients

Depending on the context, the provisions of the EHDSR will target diverse stakeholder groups within
the healthcare or care sectors collecting and using electronic health data, including healthcare

199

providers and professionals™~, public authorities, institutions, researchers, and companies.

In the context of secondary use framework, EHDSR sets obligations to health data users and health
data holders. Health data users are natural or legal persons, including Union institutions, bodies,
offices or agencies, who obtain lawful access to personal or non-personal electronic health data for
secondary use?®, Thereby, data space participants wishing to acquire electronic health data for the
development of their use case can submit a health data access application and, if they are granted
lawful access to electronic health data for secondary use pursuant to a data permit, they become
health data users under the EHDSR. Article 53 of the EHDSR defines purposes for which electronic
health data can be processed for secondary use. It should be borne in mind that the data users are
strictly bound by the provisions of the data permit by the health data access bodies. The data space’s
governance framework rules shall not overarch the technical or organisational requirements imposed
on them by the health data access bodies.

Health data holders can be any natural or legal person, public authority, agency, or other body in the
healthcare or the Care sectors?®. The Regulation provides an open catalogue of entities falling under
this definition, giving the examples of, inter alia, reimbursement services where necessary, as well as
any natural or legal person:

e Developing products or services intended for the health, healthcare, or care sectors.
e Developing or manufacturing wellness applications.

e Performing research in relation to the healthcare or care sectors,

e acting as a mortality registry®2,

Certain categories of health data holders, such as individual researchers and SMEs, are exempt from
the obligations imposed by Chapter IV of the EHDS. Health data holders have several obligations,

199 European Health Data Space Regulation adopts the definitions provided in the Directive 2011/24/EU for both healthcare
provider and healthcare professional. ‘Healthcare provider’ means ‘any natural or legal person or any other entity legally
providing healthcare on the territory of a Member State’ (art 3(g)). ‘Health professional’ means ‘a doctor of medicine, a
nurse responsible for general care, a dental practitioner, a midwife or a pharmacist within the meaning of Directive
2005/36/EC, or another professional exercising activities in the healthcare sector which are restricted to a regulated
profession as defined in Article 3(1)(a) of Directive 2005/36/EC, or a person considered to be a health professional
according to the legislation of the Member State of treatment’ (Art. 3 (f) EHDS).

200 Art. 2(2)(u) EHDS.

201 Art, 2(2)(t) EHDS.

202 jbid.
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particularly to make certain categories of electronic health data available for secondary use in
203

accordance with a data permit issued by the health data access body*®.

Participants in certain data spaces will likely be classified as health data holders. This classification
obliges them to provide descriptions of the datasets they hold, and to grant access to data upon
health data access body request, in accordance with a data permit or data request. In this context,
participation in another data space or other types of contractual obligations related to data sharing
do not exempt health data holders from the obligations imposed on them by the EHDSR. However,
according to Article 1(8) EHDSR, the Regulation does not affect access to electronic health data for
secondary use when such access is agreed upon within the framework of contractual or
administrative arrangements between public or private entities.

The mechanisms established under the EHDSR do not prevent participants in other data spaces from
entering into data product contracts, even if the datasets involved fall under one of the categories
listed in Article 51 EHDSR. These contracts typically include clauses that define the permitted
purposes for which the data product may be used, any restricted uses, usage rights, terms of
termination, applicable fees, and data security measures. They also address third-party rights such as
data protection, intellectual property, and confidentiality?®*. Data falling under the categories listed
in Article 51 EHDSR may therefore continue to be transacted outside the framework established by
the EHDSR and within other data spaces —that is, without the involvement of Health Data Access
Bodies in the data permit process—provided that the obligations described above, which apply to
certain entities, are respected.

11.4 Subject matter

The Regulation sets respectively priority categories of electronic health data (for primary use) and
minimum categories of electronic health data (for secondary use).

Similarly to the GDPR, the EHDSR does not provide a definition of “health data.” The GDPR refers to
“data concerning health” in Article 9(1), which, according to Working Party 29, may include not only
data that directly reveal information about an individual’s health (such as clinical or medical records)
but also data that relate to health more indirectly.?%. In this context, some legal scholars argue that,
as personal data generation expands and data analytics capabilities advance, it becomes increasingly

203 Art. 60 EHDS.

204 Data Spaces Support Centre, ‘Contractual Framework’ (DSSC, 2024)
<https://dssc.eu/space/BVE/357074870/Contractual+framework>.

205 Nadezhda Purtova, ‘Health Data for Common Good: Defining the Boundaries and Social Dilemmas of Data Commons’ in

Samantha Adams, Nadezhda Purtova and Ronald Leenes (eds), Under Observation: The Interplay Between eHealth and
Surveillance (Springer International Publishing 2017) 15. <https://doi.org/10.1007/978-3-319-48342-9 10>.
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possible to map and understand the interactions between individuals’ behaviour, disease patterns,
and overall health status?®.

This approach has been reflected in Article 51(1) EHDSR, which encompasses a wide range of
electronic health data that must be made available by health data holders for secondary use. These
include, inter alia electronic health data from EHRs; data on factors affecting health, including socio-
economic, environmental, and behavioural determinants; human genetic, epigenomic, and genomic
data; data from medical devices; data from wellness applications; data from public health registries;
data from medical and mortality registries; data generated through clinical trials; and health data
from biobanks and related databases.

11.5 Short assessment

The EHDSR is directly applicable and binding in all Member States, while respecting the
responsibilities of the Member States for defining their health policy and for the organisation and
delivery of health services and medical care (Article 168(7) TFEU)®’. This includes the management
of health services and medical care, as well as the allocation of resources assigned to them. These
responsibilities are reflected, inter alia, in the requirement for Member States to establish, organise,
and determine the number of health data access bodies.

The EHDSR will have both direct and indirect impact on data spaces. The direct impact on data spaces
include:

e Health data sharing initiatives (national and international) — EHDSR does not prohibit the
creation of other health data sharing initiatives; the impact of EHDSR provisions on other
European or national health data sharing initiatives (such as EUCAIM, GDI, INDICATE,
ICUdata4Europe) needs to be further analysed, especially in the context of their connection to
HealthData@EU infrastructure as authorised participants, as laid down in Article 75(4) EHDSR,

e Othercommon European data spaces —The “European strategy for data” document promoted
the connection between various common European data spaces. In the context of facilitating
the development of cross-sectoral use cases, HealthData@EU should enable the secondary
use of different categories of electronic health data, including linking of the health data with
data from other data spaces such as those relating to the environment, agriculture and social
sector. Such interoperability between the health sector and other sectors, such as the
environmental, agricultural, or social sectors, could be relevant for obtaining additional

206 Schneble and others, ‘All Our Data Will Be Health Data One Day: The Need for Universal Data Protection and
Comprehensive Consent’ (2020) 22 Journal of Medical Internet Research.
207 Consolidated Version of the Treaty on the Functioning of the European Union (2012) OJ C326/47, Art. 168.
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insights on health interoperability requirements to be set out by the Commission by means of
208

implementing acts*®.
Indirectly, the EHDSR may influence, for instance, the data space governance frameworks by
introducing a multi-layer governance structure, reinforcing the existing governance at the national
and EU level as regards the existing cross-border healthcare framework and health data flows. It can
provide a source of inspiration for other data spaces, especially in terms of the division of roles and
responsibilities and decision-making processes, as well as technical and organisational safeguards,
such as the usage of secure processing environments.

208 Recital 80 EHDS.
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12 Open Data Directive

12.1 Introduction

The Open Data Directive?”® (‘ODD’) lays down a framework to facilitate and enable the re-use of
publicly held data such as public sector documents, publicly funded research data, and high-value
datasets. As part of the package of measures designed to reinforce the EU’s data economy, the
ODD’s substantive measures are aimed at fully exploiting the potential of public sector information
for the European economy and society?%, It could be thought of as complementary to the Data
Governance Act; where the ODD does not apply to data burdened with third party rights, the Data
Governance Act comes into play.

12.2 Objectives

The ODD seeks to enable or further the availability of public-sector information for commercial or
non-commercial re-use, and thus, fully exploit the potential of such information?!%, by building on
existing Union and national access regimes?!2. Article 1 identifies as its aim the promotion of the use
of open data and stimulation of innovation in products and services?!3. While “open data” as such is
not defined in the ODD itself, Recital 16 suggests that this refers to data “that can be freely used, re-
used and shared by anyone for any purpose”.

The general obligation that is placed on Member States is to ensure the re-usability of publicly held
data for commercial or non-commercial purposes?'®. With the provisions of Chapters Ill and IV, the
ODD aims to secure the key principles that public data should be made available for re-use by default
and be generally free of charge®®; that equal access should be allowed for all users*¢; and that data
should be available in open, machine-readable formats with metadata, and accessible via APIs?’.
These provisions provide technical minimum guidelines to allow reusability, as well as enable re-use

by removing economic and legal barriers. By way of illustration, because charges associated with the

209 Directive (EU) 2019/1024 on open data and the re-use of public sector information (Open Data Directive — ‘ODD’) OJ
L172/56.

210 Recital 4 ODD.

211 Recital 4 ODD.

212 Art. 1(3) ODD. See also Art 1(2)(f) ODD. As a result of the limited competence of the EU in the regulation of access to
public documents, existing national regimes remain unprejudiced. The difference between access and re-use is best seen in
national transpositions, where a previous access right or obligation to make the data available is considered a prerequisite
for the re-use right to be triggered, see e.g. the German transposition in § 2(1)(1) und (2) Gesetz fir die Nutzung von Daten
des offentlichen Sektors.

213 Recital 4, Art 1(1) ODD.

214 Art, 3(1) ODD.

215 Art. 6 ODD.

216 Art, 11, 12(1).

217 Arts. 5(1), 9(1) ODD. See also: E Curry, Real-Time Linked Dataspaces: Enabling Data Ecosystems for Intelligent Systems
(Springer International Publishing 2020), p 64.
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re-use of documents form a market entry barrier for start-ups and SMEs?*8, the ODD requires
allowing re-use free of charge or at least limited to marginal costs?*. In addition, while availability for
re-use is increasingly common in practice in the market and driven by public bodies proactively, the
ODD aims to also have documents available for re-use following a request lodged by a re-user, which
should be responded to in reasonable time?%°,

Any applicable re-use conditions, where necessary or allowed by its provisions, have to be non-
discriminatory??l. Furthermore, exclusive arrangements are allowed only in narrowly defined cases
and under strict conditions??2. Importantly, agreements between public-sector bodies or public

undertakings holding the documents and third parties cannot grant exclusive rights??.

12.3 Recipients

The ODD places obligations on Member States to make sure that publicly held data is made available.
The general obligation in Article 3(1) ODD is for Member States to ensure that public data is made
available for re-use. This obligation can include other duties like making practical arrangements
facilitating the search for documents available for re-use, such as asset lists of main documents with
relevant metadata??*. Article 10, on the other hand, relates to research data and entrusts the
Member States to enable publicly funded research data to be made openly available by
implementing policies and other actions. Furthermore, the Commission is also addressed in the ODD,

specifically where it relates to high-value datasets??>.

12.4 Subject matter

Article 1(1) ODD refers to “documents” held by public sector bodies and public undertakings, which
Article 2(6) broadly defines as “any content whatever its medium (written on paper or stored in
electronic form or as a sound, visual or audiovisual recording)” or any part thereof. A reading of
Articles 1 and 2 together reveals that the ‘data’ that the ODD applies to covers not only existing
documents held by public sector bodies within their public tasks??®, but also research data resulting
from publicly funded research??” where such data are already made publicly available through
institutional or subject repositories and high-value datasets designated under Article 14, which must

218 Recital 36 ODD.

219 Art. 6 ODD.

220 Recital 31 ODD.

221 Art, 11(1) ODD.

222 Art.. 12(2)-(4) ODD.

223 Art, 12(1) ODD.

224 Art. 9(1) ODD.

225 Art. 14 ODD.

226 Recital 12, Art 1(1) ODD.
227 Art, 10(1) ODD.
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be made available for re-use free of charge in machine-readable formats and via APIs. Different
categorisations of data as defined in Article 2 prompt slightly varied obligations upon their holders:

e Dynamic data comprises documents in a digital form that are subject to frequent or real-time
updates, access to which should be ensured through well-designed APls supported by clear
technical documentation that is complete and available online??®, Pursuant to Article 5,
dynamic data must be made available for re-use immediately after collection.

e High-value datasets refer to “documents the re-use of which is associated with important
benefits for society, the environment and the economy, in particular because of their
suitability for the creation of value-added services, applications and new, high-quality and
decent jobs, and of the number of potential beneficiaries of the value-added services and
applications based on those datasets”??. Article 5(8) provides that these data must be made
available for re-use in machine- readable format, via suitable APIs and, where relevant, as a
bulk download. Chapter V of the ODD is dedicated entirely to high-value datasets, for which
the Commission is also empowered to adopt delegated acts. The Commission’s High-Value
Dataset Implementing Regulation?®® specifies in more detail which datasets fall under this
definition, and how they are to be made available.

e Research data in general terms comprises documents in a digital form that are collected or
produced in the course of scientific research activities and are used as evidence in the research
process, but excludes scientific publications?!. Article 10, with reference to Article 2(1)(c),
further excludes from this definition research data for which third parties hold intellectual
property rights. Moreover, in line with the general scope of the ODD, this covers only publicly-
funded research data?2. Article 10(1) imposes on Member States the duty to support the
availability of research data by “adopting national policies and relevant actions aiming at
making publicly funded research data openly available (‘open access policies’), following the
principle of ‘open by default’ and compatible with the FAIR principles.” If the research data in
qguestion was publicly funded and has already been made publicly available, the principle is
that such research data should then be re-usable for commercial or non-commercial purposes
in accordance with the provisions of Chapters Il and IV?%3, The possible limitations to the re-
usability of research data include intellectual property rights, personal data protection and

228 Art. 2(8) ODD.

229 Art. 2(10) ODD. Annex | groups high-value datasets into six categories: geospatial, earth observation and environment,
meteorological, statistics, companies and company ownership, and mobility.

230 Commission Implementing Regulation (EU) 2023/138 laying down a list of specific high-value datasets and the
arrangements for their publication and re-use (2023) OJ L 19/43.

231 See Art. 2(9) Directive (EU) 2019/1024 for its full definition.

232 Art. 10 ODD. For an interpretation of the term research data in the context of ODD, see Mirelle van Eechoud, “Study on
the Open Data Directive, Data Governance and Data Act and their possible impact on research” (Commission study, 2022),
pp 19 ff. https://data.europa.eu/doi/10.2777/71619.

233 Art. 10(2) ODD.
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confidentiality, security, and legitimate commercial interests. In this sense, the re-usability of

research data leans towards the principle of ‘as open as possible, as closed as necessary’?*.

Article 1(2) lists explicit exclusions from scope, such as documents for which third parties hold

235 and documents related to the activities of a public undertaking directly

intellectual property rights
exposed to competition and not subject to procurement rules under Article 34 of Directive
2014/25/EU%. Other legislative frameworks might also be limiting on the application of the ODD,
such as with data protection impact assessments which may have to be performed pursuant to

Article 35 of Regulation (EU) 2016/679 in the health sector?®’.

12.5 Short assessment

While the ODD imposes obligations only on public actors, the fact that the re-use of data is not
limited in purpose forms an important contribution to EU data spaces. This is especially so
considering the ODD further removes barriers to the reusability of data by eliminating or minimising
costs or other barriers associated with re-use, including for high-value datasets and research data,
and by standardising data sharing infrastructure?3. Thus, this can be instrumental to data spaces
serving different use cases and offer a high level of interoperability thanks to the data being shared
under open licences. Permissive re-use frameworks are also conducive to a simple data governance
for data spaces, geared towards facilitating further uses of data and access from a higher number of
data space participants

Further, while it may have its limitations, the provisions of the ODD making research data available
for re-use represent an incredibly important step for the realisation of the open science policy of the
EU. In the same vein, the specific regime surrounding high-value datasets contributes to the design of
sectoral data spaces that could have far-reaching implications.

234 Art, 10(1) ODD.

235 Art. 1(2)(c) ODD.

236 Art. 1(2)(b)(ii) ODD.

237 Recital 53 ODD.

238 See J Andrasko and M Mesarcik, ‘Quo Vadis open data’ (2018) 12/2 Masaryk University Journal of Law and Technology
179.
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